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1. Hospital System Background
The Cook County Health (CCH) is a unit within Cook County government. CCH provides a full
continuum of health care services through its seven operating entities, referred to as System
Affiliates. System Affiliates provide a broad range of services from specialty and primary care to
emergency, acute, outpatient, rehabilitation and preventative care. CCH services are offered
without regard to a patient’s economic status or ability to pay.

CCH operates John H. Stroger, Jr. Hospital of Cook County (JHSH), Provident Hospital of Cook
County, and Ambulatory and Community Health Network (a system of fifteen clinics), the Cook
County Department of Public Health, Cermak Health Services of Cook County (a health facility
operated within the confines of the Cook County Department of Corrections), and the Ruth M.
Rothstein Core Center. The System also operates County Care, a Medicaid managed care health
plan for low-income adults established under the Affordable Care Act.

2. Purpose
Cook County Health (CCH) in efforts to be proactive and maintain successful clinical staffing
during this global public health crisis, CCH is seeking a Contractor to assist with staffing needs
within the Nursing Department for Statewide Monkeypox Virus (MPV) and a projected “uptick”
outbreak with the multiple variations of the Covid-19 virus.

This Emergency Monkey Pox and Covid-19 RFP is a solution to assist CCH with the emergency
staffing needs and to provide urgent care with staffing that has flexibility to enable CCH to
provide ongoing sufficient care to its patients. Shifts will be assigned as needed and based on
operational and department needs.

The awarded contractor shall uphold the policies and procedures that are congruent with the
mission and goals of Cook County Health (CCH), the standards of professional practice,
regulatory agencies and applicable lllinois Laws and rules regulating Registered Nurses (RN’s).

Vision Statement

CCH seeks Contract Labor Management services for medical care services to produce continued
high quality patient service. CCH aims to be the leading Contractor of patient services in lllinois.
CCH is striving to have successful and sufficient nurses and clinical technicians employed at CCH.

a. Term of Services
The term of services shall be for twelve (12) months, with three, one (1) year extension
options if project deliverables are met. The award agreement may be terminated by CCH
for convenience following sixty (60) calendar days’ prior written notice of termination.

b. Basis of Award
The basis of award shall be to a single Proposers based on the highest rated Proposal
offering the best value to CCH meeting the specifications, terms, and conditions in
accordance with the evaluation criteria set forth in this RFP.
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3. Schedule
CCH anticipates the following schedule.

Activity Estimated Date

RFP posted to the website 09/14/2022

Proposer Inquiry Deadline 09/20/2022 - 2:00 pm CT

CCH response to Contractor Questions-Tentative | Week of 09/23/2022

Proposal Due Date September 28, 2022 - 2:00 pm CT
4, Scope Requirements

4.1. Contracting Services Provided

a.

The contractor selected for this project will provide Registered Nurses (RN) and Licensed

Practical Nurses (LPNs licensed by the State of lllinois to fill specified supplemental

nursing staffing needs for Cook County Health (CCH) and all of its facilities. (See

Attachment A. Facilities)

The Contractor must provide qualified staff in sufficient quantity to meet the clinical

needs of Cook County Health patients to main the resource necessary to

efficiently and effectively deliver professional care.

Resources (Contractor’s personnel staff) need to be able to work a flexible schedule (day

shift and night shift) due to the Hospital’s fluctuating demand:

i CCH reserves the ability to cancel (1) one shift every three (3) weeks per
Resource if necessary due to the demand.

ii. CCH may change shifts as needed.

iii. Resources will need to have the ability to work rotating shifts (day shift and
night shift).

Contractor shall have the capability to assign Contractor personnel required by CCH to

provide services to the County on twenty-four (24) hours per day, three hundred and

sixty-five (365 days per year basis).

Contractor and its Resources (personnel staff) shall uphold the policies and procedure

that are congruent with the mission and goals of CCH.

Ongoing Positions that will filled are:

i Registered Nurse

ii. Licensed Practical Nurse

iii. Endoscopy Technician

iv. Dialysis Technician

V. Emergency Room Technician

vi. Certified Surgical/ Operating Room Technician
vii. Certified Sterile Processing Technician

viii. Telemetry Monitor Technician

iX. Certified Nursing Assistants (Health Advocate/Patient Care Assistant);
X. Medical Assistant

Xi. Ward Clerk

Xii. Labor & Delivery (L&D) Registered Nurse

Xiii. Infusion Registered Nurse

Xiv. Dialysis Registered Nurse
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XV. Pediatric Intensive Care Unit (PICU) /Neonatal Intensive Care (NICU) Registered
Nurses

XVi. Telemetry (Tele) Registered Nurse

XVii. Obstetric (OB) Registered Nurse

xviii.  Intensive Care Unit (ICU) Registered Nurse

XiX. On-Call Registered Nurses for specialty areas (e.g. OR, Cath Lab);
XX. CNA /PCT

XXi. Sitter
XXii. Surgical Technician 1 (L&D, OR)
xxiii.  Surgical Technician Il (CVOR, Balloon Pump, First Assistant (RN);

xxiv.  ET / Psych Technician

XXV. Charge RN Category I, Il., and IlI
XXVi. Nurse Manager

xxvii.  House Supervisor

xxviii. Clerk, Unit Clerk, Ward Clerks

4.2 Patient Care
a. Licensed nurses provide hand-on care to patients through the administering of
medication(s), observing and monitoring patients conditions, maintain records and
communicating with doctors (face to face, telephone).
b. Personnel is also relied upon to give direction and supervision to other medical or
unlicensed personnel, and other duties as assigned.

4.3 Electronic Health Records
a. Contractor will document all services using the Electronic Health Record by CCH.

4.4 Availability
a. Contractor will provide personnel that have the capability to work shifts that are from
8 — 12 hours at a time depending on the need. (meals are not provided by CCH).

4.5 License, Permits and Qualifications
a. At all times during this contract the awarded Contractor and their Personnel must

comply with all applicable licensing, accreditation, certification, health statement
and all applicable laws and regulations.

b. All Contractor Personnel shall possess the minimum qualifications and professional
experience required by the CCH Nursing Director for a specific assignment.

i Verified valid licensure of an RN/LPN by lIllinois Board of Nursing.

c. Arrange for Personnel Note: the CCH Nursing Director for a specific assignment will
approve acceptance of nursing personnel submitted by Contractor.

d. Additional experience, Advanced Cardiovascular Life Support (ACLS), Pediatric Advanced
Life Support (PALS) and other certifications may be required with respect to
assignments to critical care areas, such as the Emergency Department and other
specialty areas.
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e. Provide CCH with the following profile information on Contractor Personnel, prior to
schedule Orientation:

i Orientation start date, time, location, name of Orientation Facilitator, provide
Personnel CCH Assignment number

ii.  Skill record checklist

iii.  Verification of CPR Certification

iv. Verification of Licensure for RN’s/LPN/s

v. Provide Facility orientation materials to personnel for review:

1. Dress Code

2. Nails policy

3. Cell phone policy

4. Employee Identification Badge Policy

5. forall Personnel working at the Department of Corrections (DOC) must review

and sign off on the Code of Conduct Policy.

f. All Contractor personnel assigned to provide Services shall act in accordance with
general accepted standard of professional practice applicable to their respective
disciplines and shall follow all applicable directive, rules, regulations policies and
procedures and protocols of the County, the System Facility and its professional staff.

4.6 Contractor Personnel must be fit for duty at all times.
a. Contractor Personnel must meet CCH Infection Control Screening / Immunization

requirements.

i Must demonstrate immunity to Rubella/Rubeola.

ii. Must provide documentation of immunity status of for Hepatitis B Surface
Antigen, Hepatitis B Surface Antibody, Mumps and Varicella.

iii. Must undergo screening prior to work on an annual basis, and post exposure for
Tuberculosis Infection. Must provide screening test documentation of Immune
Gamma Release Assay (IGRA) or Tuberculin Skin Test (TST) results. If a TST is the
test used, a initial 2 step TST is required, as per CDC. For positive test results, a
review of signs/symptoms, Chest x-ray and possible other medical evaluation
may be required.

iv. Must comply with CCH Influenza Vaccination Policy

V. Must comply with Covid Vaccination Policy

vi. Must comply with all CCH Infection Contract policies, including exposure
reporting and post exposure evaluations.

vii. Fitness for duty must be assessed through the Contracting Contractor Medical

Designee if medical problems develop that concern infection control matters,
surgery, pregnancy, or issues that may impact the ability to safely perform job
duties and /or necessitate work restrictions.
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4.7 Reporting/Record Keeping Requirements
The Contractor shall:

a.
b.

Submit itemized monthly invoices
Punch in/out software at Hospital site only
Must be approved by CCH Timesheet Approval Team

4.8 Cost
Overall cost will be considered in the award of the contract

a. Provide detailed pricing bill rate.

b. This Contractor will include in their proposal a visual lay out of metrics measurement
and fulfilling staffing process workflow

4.9 Key Performance Indicators

a. Contractor will provide requested data/rates

b. Quality of services and timely performance /delivery

C. Metrics review regarding CCH position request and the amount of time to fill
should be less than three (3) weeks

d. Compliance with extension renewal notification of 45 days (average)

e. CCH satisfaction of time in/time out software reports and review

f. Contractor no show for orientation date report and review

g. Overall evaluation

h. Contractor review how Contractor personnel is satisfied with Cook County Health

i Quantitative data from any ad hoc reports deemed necessary requested by CCH

j. Overall absentee rate by position title monthly report.

k. Contractor will participate in a Contract Performance Business Review quarterly per

year which includes service levels agreement, resources performance and tracking in
reporting of the stated business goals and objectives.

Required Proposal Content

This RFP provides potential Proposers with sufficient information to enable a proposer to
prepare and submit proposals. CCH is supplying a base of information to ensure uniformity of
responses. It must be noted, however, that the guidelines should not be considered so rigid
as to stifle the creativity of any Proposer responding.

This RFP also contains the instructions governing the submittal of a Proposal and the materials
to be included therein, which must be met to be eligible for consideration. All Proposals must
be complete as to the information requested in this RFP in order to be considered responsive
and eligible for award. Proposers providing insufficient details will be deemed non-
responsive. CCH expects all responses to reflect exceptional quality, reasonable cost and
overall outstanding service.

Any page of a proposal that proposer asserts to contain confidential proprietary information
such as trade secrets or proprietary financial information shall be clearly marked
“CONFIDENTIAL PROPRIETARY INFORMATION” at the top of the page. Additionally, the
specific portions of the page that are asserted to contain confidential proprietary information
must be noted as such. However, note that ONLY pages that are legitimately confidential
should be marked Confidential. CCH will return proposals that mark all pages
Confidential or are copyrighted. All proposals submitted to CCH are the property
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of CCH. Further, the Proposer is hereby warned that any part of its proposal or any other
material marked as confidential, proprietary, or trade secret, can only be protected to the
extent permitted by lllinois Statute. Proposals shall not contain claims or statements to
which the Proposer is not prepared to commit contractually. The information contained in
the proposal shall be organized as described in this section.

5.1 Executive Summary/Cover Letter
Please limit this to one page. The cover letter shall be signed by an authorized representative of
the proposer. The letter shall indicate the proposer’s commitment to provide the services
proposed at the price and schedule. Do not forget to sign your cover letter.

5.2 Response to Scope of Services
a. Please insert your response to the Scope of Services, Section 4, in this section.

5.3 Proposer’s Profile and Track Record
Proposer must include a description of the organization’s track record as follows:
Company Profile (Prime only)
a. Legal Name

Assumed Names if any

Address, City, State, Zip Code

Legal Structure (e.g. sole proprietor, partnership, corporation, joint venture)

If a subsidiary, provide the same RFP about the Parent Company as required in this

table format.

Date and State where formed.

g. Proposer's principals/officers including President, Chairman, Vice Presidents,
Secretary, Chief Operating Officer, Chief Financial Officer, and related contact RFP.

h. Point of contact for this RFP including contact information

i. Proposer Business background and description of current operations

j- Number of employees

k. Number of years in business

I.  Total number of years providing the proposed services

m. Is Proposer a licensed business to perform the work in scope? If so, please specify
relevant certifications.

n. Proposer's Federal Employee Identification Number (or Social Security Number, if a
sole proprietorship)

o. Is proposer authorized to conduct business in lllinois? Provide Registration Number
issued by the lllinois Secretary of State, a copy of the Certificate of Good Standing,
and include Cook County Assumed Business Name Certificate, if applicable.

oo o

—h

5.4 Key Personnel
a. Indicate who the project manager and key individuals that will be responsible in managing and
implementing this project; include the following:

i Project team organization chart.
ii. Provide a table with the following information
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Proposed Roles Corporate Proposed work location | Time commitment
Project Affiliation for each resource to the project
Resources (onsite / offsite)

For each key individual involved, emphasize their role on the proposed project, their corporate
affiliation, and include a resume detailing related experience in working with similar contracts
and healthcare systems. Include their educational background and experience as directly
related to their assigned duties under the proposed contract.

The Chief Procurement Officer reserves the right to reject any key personnel proposed if it is determined
not to be in CCH’ best interest. The evaluation of proposals includes the qualifications of the personnel
proposed; therefore, proposers must name key personnel as part of their response. Key Personnel must
not be replaced during the project without the approval of the Chief Procurement Officer.

5.5

MBE/WBE Participation

The Proposer may be comprised of one or more firms as to assure the overall success of the
project. The proposer must present a team chart that clearly identifies each team member and
specify their role in the project (this should be more detailed than the information provided in
the executive summary). For each subcontractor, provide the name of the firm(s), brief
company background, level of participation, MBE or WBE if applicable, the type of services each
resource, from each firm, will provide. For each MBE/WBE certified firm proposed, provide the
appropriate information in the Economic Disclosure Statement Forms (in a separate envelop).

A It is the policy of the County of Cook to prevent discrimination in the award of or
participation in County Contracts and to eliminate arbitrary barriers for participation in such
Contracts by local businesses certified as a Minority Business Enterprise (MBE) and Women-
owned Business Enterprise (WBE) as both prime and sub-contractors. In furtherance of this
policy, the Cook County Board of Commissioners has adopted a Minority- and Women-owned
Business Enterprise Ordinance (the "Ordinance") which establishes annual goals for MBE and
WABE participation as outlined below:

Contract Type Goals

MBE WBE
Goods and Services 25% 10%
Construction 24% 10%
Professional Services 35% Overall

B. The County may set contract-specific goals, based on the availability of MBEs and WBEs
that are certified to provide commaodities or services specified in this solicitation document. The
MBE/WBE participation goals for each Contract are stated in the Special Conditions. A Bid,
Quotation, or Proposal shall be rejected if the County determines that it fails to comply with this
General Condition in any way, including but not limited to: (i) failing to state an enforceable
commitment to achieve for this contract the identified MBE/WBE Contract goals; or (ii) failing to
include a Petition for Reduction/Waiver, which states that the goals for MBE/WBE participation
are not attainable despite the Bidder or Proposer Good Faith Efforts, and explains why. If a Bid,
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5.6

Quotation, or Proposal is rejected, then a new Bid, Quotation, or Proposal may be solicited if the
public interest is served thereby. Consistent with Cook County, Illinois Code of Ordinances
(Article IV, Division 8, and Section 34-267), and CCH has established a goal that MBE/WBE firms
retained as subcontractors receive a minimum 35% MBE/WBE of this procurement. The Office
of Contract Compliance has determined that the participation for this specific contract is 35%
MWABE participation.

The Proposer shall make good faith efforts to utilize MBE/WBE certified firms as subcontractors.
In the event that the Proposer does not meet the MBE/WBE participation goal stated by CCH for
this procurement, the proposer must nonetheless demonstrate that it undertook good faith
efforts to satisfy the participation goal. Evidence of such efforts may include, but shall not be
limited to, documentation demonstrating that the proposer made attempts to identify, contact,
and solicit viable MBE/WBE firms for the services required, that certain MBE/WBE firms did not
respond or declined to submit proposals for the work, or any other documentation that helps
demonstrate good faith efforts. Failure by the proposer to provide the required documentation
or otherwise demonstrate good faith efforts will be taken into consideration by CCH in its
evaluation of the proposer’s responsibility and responsiveness.

Cost Proposal

Proposers must submit pricing RFP in a separate file with the label “Pricing RFP.” Proposers are
required to submit one (1) electronic copy emailed to the email addresses specified on the cover
page). The Pricing proposal must include the following elements:

o Licensed Job Title

o Hourly Bill Rate (Per Diem)

o Hourly Bill Rate (Local Long Term)
. Weekday Day Rate

o Weekday Evening Rate

o Weekday Overnight Rate

. Weekend Day Rate

o Weekend Evening Rate

o Weekend Overnight Rate

o Overtime Factor

o Holiday Factor

o Call-Back Factor

o On-Call Factor

. Orientation / Training Costs

o Start Time Availability?

o Location Availability?

o Number of Resources Available?
o Any Rebates or other associated costs

The pricing information must include any supplemental options or schedules offered by the
proposer. All pricing must include all assumptions to facilitate Analysis. Proposers should
include elements or references to the pricing RFP only in this section and separate the pricing
RFP according to the Instructions above.
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5.7

5.8

5.9

5.10

5.11

CCH makes no guarantee that the services or products identified in this RFP will be required.
The proposer must provide sufficient pricing details to permit CCH to understand the basis for
the RFP.

CCH is neither obligated to purchase the full quantities proposed by the proposer, nor to enter

into an agreement with any one proposer.

Financial Status

A. Provide the audited summary financial statements for the last two fiscal years. State
whether the proposer or its parent company has ever filed for bankruptcy or any form of
Reorganization under the Bankruptcy Code, and, if so, the date and case number of the
filing.

B. State whether the proposer or its parent company has ever received any sanctions or is
currently under investigation by any regulatory or governmental body.

Conflict of Interest
Provide information regarding any real or potential conflict of interest. Failure to address any
potential conflict of interest upfront may be cause for rejection of the RFP.

If no conflicts of interest are identified, simply state “[Company X] has no conflict of interest.”

Contract

Sample Contract General Terms and Conditions are available in Attachment A, CCH Sample
Master Service Agreement. Execution of the Contract is not required at the time the
qualifications are submitted. However, if the proposer disagrees with any Contract provisions, or
is proposing alternate language, it shall include the language for consideration by submitting the
proposed redlines on the sample Contract General Terms and Conditions document. CCH will
not consider any exceptions or proposed alternate language to the Contract General Terms and
Conditions if the proposer does not include these objections or alternate language with the
proposal. CCH shall not be deemed to have accepted any requested exceptions by electing to
engage a Proposer in negotiations of a possible Contract.

Legal Actions

Provide a list of any pending litigation in which the proposer may experience significant financial
settlement and include a brief description of the reason for legal action.

If no Legal actions are identified, simply state “[Company X] has no pending legal actions in
which our firm will experience any significant impact to this Contract.”

History of Legal Actions for the last 36 months:
Action Date

Confidentiality of Information

The Selected proposer may have access to confidential information, including Protected Health
Information (PHI) to perform the functions, activities, or services for, or on behalf of, CCH as
specified in this RFP. The Proposer must acknowledge that if awarded there is a high likelihood
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5.12

5.13

5.14

6.1.

that the selected proposer may have access to PHI, in paper or electronic form, and thus, it shall
sign a Business Associate Agreement with CCH. As a Business Associate, the selected proposer
will agree to comply with all federal and state confidentiality and security laws and regulations,
including HIPAA, HITECH, the Medicaid Confidentiality Regulations, as defined herein, and all
other applicable rules and regulations. The proposer must commit to require all staff, including
drivers, Attendants, and other personnel, and Subcontractors to complete HIPAA training upon
hire, and no less frequently than annually thereafter. CCH reserves the right to review and
accept the training program prior to implementation or require the selected proposer to use
HIPAA materials or training sessions supplied by CCH.

Economic Disclosure Statement

Execute and submit the Economic Disclosure Statement (“EDS”). The EDS form can be found at
https://cookcountyhealth.org/about/doing-business-with-cook-county-health/. The EDS must
be submitted with the pricing proposal in a separate envelope.

Information Technology Security Questionnaire

The Proposer must complete the Security Questionnaire in Appendix B. The Information
Technology Security Questionnaire allows Cook County Health to determine the level of risk the
organization may be assuming by engaging with a Contractor or partner and to make
suggestions to improve security practices and enhance the service provided. The Proposer must
include the completed Security Questionnaire with the RFP response.

Addenda

Since all Addenda become a part of the proposal, all Addenda must be signed by an authorized
proposer representative and returned with the proposal. Failure to sign and return any and all
Addenda acknowledgements shall be grounds for rejection of the proposal. Addenda issued
prior to the proposal due date shall be made available via Cook County Health website:
http://www.cookcountyhealth.org/about-Cook County Health/doing-business-with-Cook County

Health/

Evaluation and Selection Process
An Evaluation Committee comprised of the CCH and County personnel will evaluate all
responsive Proposals in accordance with the selection process detailed below.

Proposal Assessment
The Evaluation Committee will review all Submittals to ascertain that they are responsive to all
submission requirements.

6.1.1 Proposal Evaluation

The RFP provides requirements and data, which will be used as a basis for a written
presentation of qualifications of the firm(s) and proposed staff, project approach, systems and
methodologies for delivery of the Project. CCH will evaluate the Proposals to establish a list of
qualified Proposer for Shortlist.

6.1.2. Shortlist Proposer Presentation
The Evaluation Committee, at its option, may invite one or more proposers to make
presentations and/or demonstrations. The Evaluation Committee may request that all or a
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6.2.

6.3.

shortlisted group of proposers engage in proactive pricing feedback, submit clarifications,
schedule a site visit of their premises (as appropriate), provide additional references, respond to
guestions, or consider alternative approaches.

Right to Inspect

CCH reserves the right to inspect and investigate thoroughly the establishment, facilities,
equipment, business reputation, and other qualification of the proposer and any proposed
subcontractors and to reject any RFP regardless of price if it shall be administratively
determined that in CCH’s sole discretion the proposer is deficient in any of the essentials
necessary to assure acceptable standards of performance. CCH reserves the right to continue
this inspection procedure throughout the life of the Contract that may arise from this RFP.

Consideration for Contract

Any proposed contract including all negotiations shall be subject to review and approval of CCH
management, CCH Legal and CCH’s Board of System Board. Proposed Contracts are also subject
to review by the Cook County Office of Contract Compliance.

Following finalization of Contract documents to the satisfaction of CCH executive management,
CCH shall secure appropriate reviews and may approve the proposed Contract for execution in
its sole discretion. The identity of the successful proposer shall be posted on the website.

General Evaluation Criteria

Responsiveness of Proposal

The Proposal(s) will be reviewed for compliance with and adherence to all submittal
requirements requested in this RFP. Proposal(s) which are incomplete and missing key
components necessary to fully evaluate the RFP may, at the discretion of the Chief Procurement
Officer or designee, be rejected from further consideration due to “Non-Responsiveness” and
rated Non-Responsive.

Proposer must be compliant with all the submission requirements of the RFP. The evaluation
committee will evaluate all responsive Proposal in accordance with the evaluation criteria
detailed below.

7.1.1 Criteria Proposal

Proposals will be reviewed and selected based on qualifications of the Proposer to successfully
perform the Services for the County throughout the course of the contract as evidenced by the
following criteria:

A. Ability to achieve the CCH’s business goals, objectives, and Scope of Work described in
this RFP, by providing a succinct and feasible description of the proposed
implementation approach.

B. Qualifications and experience of the proposer to successfully perform and provide the
services described in this RFP, as evidenced by the successful provision of similar
services in similar environments and in compliance with all applicable laws.

C. Relevant Experience

D. Reasonableness of Overall Price

Price will be evaluated separately for overall reasonableness and competitiveness.
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8.1.

8.2.

8.3.

In addition, the Evaluation Committee may review and consider the information and
evidence Proposer’s responsiveness to the following categories:

MWABE Utilization Plan (EDS forms);

Financial Status;

Conflict Interest;

Insurance Requirements;

Contract Terms and Conditions (objections and/or suggested alternate language);
Legal Actions;

Addenda acknowledgement (See Addenda Section)

NoukwnNeE

Instructions to Proposers

These instructions to proposers contain important RFP and should be reviewed carefully prior to
submitting the Required RFP Content. Failure to adhere to the procedures set forth in these
instructions, failure to provide positive acknowledgement that the proposers will provide all
services and products or failure to provide acceptable alternatives to the specified requirements
may lead to disqualification of the submitted RFP.

Questions and Inquiries
Questions regarding this RFP will be submitted in writing to the contact(s) email listed on the
cover page of this RFP no later than the date stated in the Schedule.
Question must be submitted in the following format, in MS Excel, and the subject of the email
should reference the RFP#, Title and Proposer’s Name.

ID | Contractor Name RFP Section Question

winie

Should any proposer have questions concerning conditions and specifications, or find
discrepancies in or omissions in the specifications, or be in doubt as to their meaning, they
should notify the Supply Chain Management Office via the email provided on the cover sheet no
later than the date stated on the Schedule and obtain clarification prior to submitting a RFP.
Such inquires must reference the RFP due date and CCH RFP number.

Pre-RFP Conference (if Applicable)

CCH will hold a Pre-RFP conference call on the date, time, and location indicated on the cover
page. Representatives of CCH will be present to answer any questions regarding the goods or
services requested or RFP procedures. If a mandatory pre-RFP conference is required, the
proposer must sign the pre-RFP conference or site inspection sheet and include a copy of this
sign-in sheet in the response to the RFP.

Number of Copies

Proposers are required to submit one (1) electronic copy (emailed to the email addressed on the
cover page) no later than the time and date indicated in the RFP. The complete electronic
response package includes the excel pricing proposal and the EDS forms. This should be
submitted as one single electronic file with the RFP number and title.
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8.4.

8.5.

8.6.

8.7.

8.8.

8.9.

8.10.

Please see the Proposal Receipt Acknowledgement form at the end of this file for the form
required at delivery time.

Format
Material should be organized following the order of the Required RFP Content Section separated
by labeled tabs.

CCH reserves the right to waive minor variances.

Time for submission
RFP shall be submitted no later than the date and time indicated on the cover page of this RFP.
Late submittals will not be considered.

Packaging and Labeling

The outside wrapping/envelope shall clearly indicate the RFP title, proposer’s Name, proposers
address, and point of contact RFP. The Price RFP and EDS shall be submitted in a separate sealed
envelope. The envelope shall clearly identify the content as “Price RFP”. All other submission
requirements shall be included with the Technical RFP.

Timely delivery of RFP

The RFP(s) must be either delivered by hand or sent to CCH through U.S. Mail or other available
courier services to the address shown on the cover sheet of this RFP. Include the RFP number on
any package delivered or sent to CCH and on any correspondence related to the RFP. If using an
express delivery service, the package must be delivered to the designated building and drop
box. Packages delivered by express mail services to other locations might not be re-delivered in
time to be considered. CCH assumes no responsibility for any RFP not so received.

Availability of Documents

CCH publishes competitive bid, RFP, and other procurement notices, as well as award RFP, at
www.CookCountyheath.org under the “Doing Business with CCH” tab. Proposers intending to
respond to any posted solicitation are encouraged to visit the web site above to ensure that
they have received a complete and current set of documents.

Alteration/Modification of Original Documents

The proposer certifies that no alterations or modifications have been made to the original
content of this Bid/RFP or other procurement documents (either text or graphics and whether
transmitted electronically or hard copy in preparing this RFP). Any alternates or exceptions
(whether to products, services, terms, conditions, or other procurement document subject
matter) are apparent and clearly noted in the offered RFP. Proposer understands that failure to
comply with this requirement may result in the RFP being disqualified and, if determined to be a
deliberate attempt to misrepresent the RFP, may be considered as sufficient basis to suspend or
debar the submitting party from consideration from future competitive procurement
opportunities.

Cost of Proposer Response
All costs and expenses in responding to this RFP shall be borne solely by the proposer regardless
of whether the proposer’s RFP is eliminated or whether CCH selects to cancel the RFP or
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8.11.

8.12.

8.13.

8.14.

8.15.

8.16.

declines to pursue a Contract for any reason. The cost of attending any presentation or
demonstration is solely the proposer’s responsibility.

Proposer’s Responsibility for Services Proposed

The proposer must thoroughly examine and read the entire RFP document. Failure of proposers
fully to acquaint themselves with existing conditions or the amount of work involved will not be
a basis for requesting extra compensation after the award of a Contract.

RFP Interpretation
Interpretation of the wording of this document shall be the responsibility of CCH and that
interpretation shall be final.

Specifications and Special Conditions

The specifications in this document provide sufficient RFP for proposers to devise a plan and
provide pricing. Minor variations from those specifications will be considered as long as
proposers identify any instance in which their services specifications differ from those set forth
in the RFP documents.

Errors and Omissions

The proposer is expected to comply with the true intent of this RFP taken as a whole and shall
not avail itself of any errors or omission to the detriment of the services or CCH. Should the
proposer suspect any error, omission, or discrepancy in the specifications or instructions, the
proposer shall immediately notify CCH in writing, and CCH will issue written corrections or
clarifications. The proposer is responsible for the contents of its RFP and for satisfying the
requirements set forth in the RFP. Proposer will not be allowed to benefit from errors in the
document that could have been reasonably discovered by the proposer in the process of putting
the RFP together.

Proposal Material
The material submitted in response to the RFP becomes the property of CCH upon delivery to
the Supply Chain Management Office and may become part of a Contract.

Confidentiality and Response Cost and Ownership

All information submitted in response to this RFP shall be confidential until CCH has executed a
Contract with the successful proposer or has terminated the RFP process and determined that it
will not reissue the RFP. Any page of a Proposal that Proposer asserts to contain confidential
proprietary information such as trade secrets or proprietary financial information shall be clearly
marked “CONFIDENTIAL PROPRIETARY INFORMATION” at the top of the page. Additionally, the
specific portions of a page that are asserted to contain confidential proprietary information
must be noted as such. However, note that ONLY pages or specific information that are/is
legitimately confidential should be marked confidential and proprietary. CCH will return
proposals that mark all pages Confidential or are copyrighted. All proposals submitted to CCH
are the property of CCH. Further, the Proposer is on notice that any part of its Proposal or any
other material marked as confidential, proprietary, or trade secret, can only be protected to the
extent permitted by lllinois law, including but not limited to the lllinois Freedom of Information
Act [5 ILCS 140 et seq.].
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8.17. Awards
CCH may, at its discretion evaluate all responsive proposals. CCH reserves the right to make the
award on an all or partial basis or split the award to multiple proposers based on the highest
rated Proposer and best value to CCH meeting the specifications, terms and conditions in
accordance with the evaluation criteria set for in this RFP. If a split award impacts the outcome
of the project it must be so stated in the proposal.

8.18. CCH Rights
CCH reserves the right to reject any and all offers, to waive any informality in the offers and,
unless otherwise specified by the proposer, to accept any item in the offer. CCH also reserves
the right to accept or reject all or part of your RFP, in any combination that is in the best interest
of CCH.

8.19. Cancellation of RFP; Requests for New or Updated Information
CCH, in its sole discretion, may cancel the RFP at any time and may elect to reissue the RFP later.
CCH may also issue an Addendum modifying the RFP and may request supplemental RFP or
updated or new RFP.
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Definitions

“Abuse” means (i) a manner of operation that results in excessive or unreasonable costs to the Federal
or State health care programs, generally used in conjunction with Fraud; or (ii) the willful infliction of
injury, unreasonable confinement, intimidation, or punishment with resulting physical harm, pain or
mental anguish, generally used in conjugation with Neglect.

"Addendum” or “Addenda" shall refer to a one or more documents posted to the website by which
modifies this Request for Proposal or provides additional information.

“Appeal” means a request for review of a decision made by proposer with respect to an Action, he is
following definitions shall apply to this RFP:

“Board” or “Cook County Health” shall refer to the Board of Directors of the Cook County Health or
Cook County Health and Hospitals System.

"Contract" shall mean a properly executed Contract that has been negotiated between CCH and a
proposer for some or all of the Deliverables described in this RFP.

“Contractor(s)” and “Selected Proposer” shall mean the individuals, businesses, or entities that have
submitted a Proposal and have negotiated a Contract that has been properly executed on behalf of the
Contractor and CCH.

"County" shall mean the County of Cook, Illinois, a body politic and corporate.

“Deliverables” shall refer to the items, supplies, equipment, or services that will be provided pursuant
to any Contract entered into as a result of this RFP.

“Fraud” means knowing and willful deception, or a reckless disregard of the facts, with the intent to
receive an unauthorized benefit.

“General Conditions” shall mean the terms and conditions posted to the website. "Proposal" shall mean
the document(s) submitted by Proposer(s) in response to this RFP that constitute a Proposer's offer to
enter into contract with CCH under terms consistent with this RFP, subject to the negotiation of a
contract and approval by the Board.

"Procurement Director" or “System SCM Director” shall mean the System Director of Supply Chain
Management who serves as chief procurement officer for the CCH.

"Proposer(s)" shall mean the individuals or business entities, if any, submitting a Proposal in response to
this RFP.

"Request for Proposals" or "RFP" shall refer to this solicitation of proposals by CCH that may lead to the
negotiation of a Contract
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10. Appendix A - RFP Receipt Acknowledgement Form

RFP Receipt Acknowledgement Form
This acknowledgement of receipt should be signed by a representative of Supply Chain Management
located at Stroger Hospital, 1969 W. Ogden Avenue, lower level (LL) Room 250A, Chicago IL, 60612.
The outside wrapping shall clearly indicate the RFP Number and Title, Proposer’s Name, Proposers
Address, and Point of Contact RFP. Prefill the first two lines prior to submission.

Solicitation Number and

Title:

Contractor Name:

Accepted By:

Date:

Time (if time machine is not AM

available, hand write the P.M

time):

RFP shall be submitted no later than the date and time indicated on the cover page of the RFP. Late
submittals will not be considered. Proposers must cut this sheet in two. SCM will time-stamp top and
bottom sections. SCM will keep one section and the proposer will keep the other section.

XRFP Receipt Acknowledgement Form

This acknowledgement of receipt should be signed by a representative of Supply Chain Management
located at Stroger Hospital, 1969 W. Ogden Avenue, lower level (LL) Room 250A, Chicago IL, 60612.
The outside wrapping shall clearly indicate the RFP Number and Title, Proposer’s Name, Proposers
Address, and Point of Contact RFP. Prefill the first two lines prior to submission.

Solicitation Number and

Title:

Contractor Name:

Accepted By:

Date:

Time (if time machine is not AM

available, hand write the P.M

time):

RFP shall be submitted no later than the date and time indicated on the cover page of the RFP. Late
submittals will not be considered. Proposers must cut this sheet in two. SCM will time-stamp top and
bottom sections. SCM will keep one section and the proposer will keep the other
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List of Attachments

The following Appendices are included electronically to this RFP.

Proposer(s) may access the following attachments by 1) download and save this RFP file to a local drive
and 2) open the RFP document using Adobe application, 3) expand the navigation pane (left of window)

and click on the paper-clip icon.

1. Attachment A — CCH Sample Master Service Agreement

Proposer(s) may review a representative Master Services Agreement, file name CCH_Master-Service-
Agreement-NP_091521Pdf. Proposer’s redlined response to the CCH Master Services Agreement is
required at the time of RFP submission. All responses to the Master Services Agreement must be
submitted in a Microsoft Word compatible format with redline and included in electronic form as a
separate file with the Proposal.

2. Attachment B — Information Technology Security Questionnaire

The Proposer must complete the Security Questionnaire in Appendix C. The Security Questionnaire
allows Cook County Health to determine the level of risk the organization may be assuming by engaging
with a Contractor or partner and to make suggestions to improve security practices and enhance the
service provided. The Proposer must include the completed Security Questionnaire with the RFP
response.
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Overview



		Security Audit and Evaluation of E-discovery Vendor/Partner




		Overview



		The security audit tool provides an overview of the critical questions to ask when assessing the data security 
of an e-discovery vendor or partner, or when performing a self-analysis.



		The evaluation allows the assessor to determine the level of risk the organization may be assuming by engaging with the vendor or partner and to make suggestions to improve security practices and enhance the service provided.



		** All answers should be accompanied by supporting documentation for verification purposes. If you can not support your answer with the proper documentaion your score will be adjusted accordingly. 



		Instructions



		In each worksheet, complete only sections in green.  For Notes, enter text.  For all other sections in green, select from dropdown menu.



		For more detailed instructions, go to "How to Use"



		Summary of Ranked Results				(A) Raw Rank		(B) Ave. Weight w/in Section		(C) Weighted Rank w/in Section
[(A) * (B)]		(D) Weight for Each Section		(E) Raw, Weighted by Section
[(A) * (D)]		(F) Double Weighted
[(C) * (D)]

		Follow hyperlinks to go the underlying sections.



		A. General														This section is not ranked

		B. Security & Risk Management														Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent

				Averages:				1.00				1.00				

		C. Asset Security														Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent

				Averages:				1.00				1.00				

		D. Communications & Network Security														Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent

				Averages:				1.00				1.00				

		E. Identity & Access Management														Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent

				Averages:				1.00				1.00				

		F. Security Operations														Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent

				Averages:				1.00				1.00				

		G. Software Development Security														This section is not ranked

		Overall Averages														











				Created by: Jerry Pagell Network and Information Security Officer





































How to Use

		Security Audit and Evaluation of E-discovery Vendor/Partner




		How to Use



		•		The Audit and Evaluation is comprised of seven sections:

				A. General

				B. Security & Risk Management

				C. Asset Security

				D. Communications & Network Security

				E. Identity & Access Management

				F. Security Operations

				G. Software Development Security



		•		The Audit and Evaluation is color-coded:

				In the Green Cells enter your answers using the dropdown menu.  For notes, enter text in the note sections. 

				Cells that are light blue display the results of calculations performed based on information you entered into light green cells.

				Please answer each question ranking them from 1 - 5, with 5 being the optimal score. 



				Each section contains a series of questions to be completed.



				Each question contains a ranking.  Rankings range from 1(unacceptable) to 5(optimal).
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Business  Information

		Businesss Information

		Company Name









		Responder Name









		Responder Job Title









		Responder Contact Information











		Names and Titles of other contributers











		Date of Response









		Name of Holding Company (if applicable)









		How long has the company been in business









		Please Provide a Statement of Work.  Include a description of the scope, project, roles and deliverables.









		List the Applications/Services provided in this scope 























A - General

		Security Audit and Evaluation of E-discovery Vendor/Partner




		A. General

		Rank scale: Yes / No

		Select answer from pulldown menu

		Q.				Response		Q.		Notes

		A.01.		Does your company maintain any security or other specialized certifications (ISO27001, SOC or similar)? If so, please provide details on types and certification dates and please provide a copy of your most recent report, audit, or certification. 				A.01.

		A.02.		Do you map your processes and procedures to standards (e.g. NIST, CIS, HITRUST, ISO, CJIS etc.)? If so, please list which ones and provide the supporting documentation. 				A.02.







B - Sec and Risk Mgmt

		Security Audit and Evaluation of E-discovery Vendor/Partner



		B. Security & Risk Management



		Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent

		Weight:  Default = 1.00

		Q.				Rank		Weight		Weighted Rank		Q.		Notes

				Averages:				1.00		

		B.01.		Does your organization have documented Information Security Policies?  If yes, describe and provide the supporting documentation.				1.00				B.01.

		B.02.		Is our (and our clients’) data segregated from other clients’ data on your networks and computers during its life cycle on your servers (including but not limited to: processing, review hosting, production, storage, and archiving)?  If so, describe how and provide the supporting documentation.				1.00				B.02.

		B.03.		Do you have a management process in the event of incidents or breaches? Describe roles, responsibilites, and testing for incident response. Please provide the supporting documentation.				1.00				B.03.

		B.04.		Does your organization have a policy for business continuity and disaster recovery? If so, how often is policy renewed and updated? Please provide the supporting documentation.				1.00				B.04.

		B.05.		Do you remain up to date with system and security patches? If so, please describe, including frequency, analysis, testing, and approvals.  Please provide the supporting documentation.				1.00				B.05.

		B.06.		For any data stored on your system that contains HIPAA information, Protected Health Information (PHI),  Personally Identifiable Information (PII), or Payment Card Industry (PCI) information, will it be maintained in a properly protected environment? (encryption, monitoring, role-based restricted access, etc.) as required by regulations? Describe all standards and systems currently in place to provide protected environments and provide the supporting documentation.				1.00				B.06.

		B.07.		Do you have a client notification plan in the event of incidents or breaches? If so, describe when the plan is put into action anf provide the supporting documentation. 				1.00				B.07.

		B.08.		Does your organization maintain compliance with relevant security and privacy regulations?  (e.g. NIST, CIS, HITRUST, ISO, CFR, etc.).  If yes, describe and provide the supporting documentation.				1.00				B.08.

		B.09.		Is there a formally documented privacy policy? If yes, describe and provide the supporting documentation. If no, explain reason.				1.00				B.09.

		B.10.		Does your organization have a policy that addresses Information Classification and asset handling? Please provide the supporting documentation.				1.00				B.10.

		B.11.		If you are a cloud provider, are you registered on the Cloud Security Alliances’ STAR listing? If yes, describe and provide the supporting documentation.				1.00				B.11.

		B.12.		Does your organization have a formal process to assess the risk of service providers? If yes, describe and provide the supporting documentation.  Describe the process and what area within your organization is responsible.				1.00				B.12.

		B.13.		Will you allow (upon notification) an inspection in order to ascertain compliance with applicable law, information security requirements, and non-disclosure agreements?				1.00				B.13.

		B.14.		Have you created remediation plans to address deficiencies in your audits?  If so, please provide the supporting documentation.				1.00				B.14.

		B.15.		Do you have the ability to track and manage the investigations of incidents? If so, describe how you demonstrate you've investigated an incident and provide the supporting documentation. 				1.00				B.15.

		B.16.		Do your staff members have the ability to anonymously report an incident?				1.00				B.16.

		B.17.		If Web Portal Access is required to enter PHI or PII data into your system, is the web application a secure portal protected by SSL or other security measures?  Is this data encrypted in transit to the portal?  What security protocols are being used and what regulatory requirements are being followed?  Please describe and provide the supporting documentation.				1.00				B.16.

										0.00





C - Asset Security

		Security Audit and Evaluation of E-discovery Vendor/Partner



		C. Asset Security



		Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent

		Weight:  Default = 1.00

		Q.				Rank		Weight		Weighted Rank		Q.		Notes

				Averages:				1.00		

		C.01.		Do you have physical security in place to protect information assets in offices and other facilaties where information assets are stored or processed? If so, please describe and provide the supporting documentation.				1.00				C.01.

		C.02.		Is physical security present at all your data centers? If so, please describe and provide the supporting documentation.				1.00				C.02.

		C.03.		Do you have policies or programs in place to support the ongoing management of environmental controls (i.e. HVAC, fire detection and suppression, UPS testing, fuel/generator, etc.) for your offices/facilities and Datacenters? If so, please describe and provide the supporting documentation.				1.00				C.03.

		C.04.		Do you protect data at rest using encryption? If so, please describe, including information on each of the following: laptops, desktops, databases/applications, back-ups, removable media, portable devices (i.e. phones/handheld/tablets)?				1.00				C.04.

		C.05.		Does your company physically maintain its own data centers? Whether yes or no, please provide details about who maintains them and where they are geographically located.  Please provide the supporting documentation.				1.00				C.05.

										0.00







D - Comm and Network Sec

		Security Audit and Evaluation of E-discovery Vendor/Partner



		D. Communications & Network Security



		Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent

		Weight:  Default = 1.00

		Q.				Rank		Weight		Weighted Rank		Q.		Notes

				Averages:				1.00		

		D.01.		Does your organization have encryption tools to protect confidential/personal information that is in transit over public networks?  If so, describe how these tools are used and provide the supporting documentation.				1.00				D.01.

		D.02.		Is there a physical or logical network and server segregation that exists between client environments? If so, describe and provide the supporting documentation.				1.00				D.02.

		D.03.		Do you have network security mechanisms in place (e.g., next-generation firewalls, IDS/IPS, etc.)? If so, please describe and provide the supporting documentation.				1.00				D.03.

		D.04.		Do you have monitoring (including log monitoring) regularly conducted on your network(s)? If so, describe systems and procedures that are used to identify data breaches or security risks. Please provide the supporting documentation.				1.00				D.04.

		D.05.		Do you have an access control policy? If so, describe how it relates to access approvals, role-based access, principle of least privilege, segregation of duties, access reviews, and role changes or terminations.  Please provide the supporting documentation.				1.00				D.05.

		D.06.		Do you have password policies and management procedures? If so, please describe and provide the supporting documentation.				1.00				D.06.

		D.07.		Do you have policies and procedures for anti-malware in your corporate and client environments? If so, please describe and provide the supporting documentation.				1.00				D.07.

		D.08.		Do you have wireless policies and practices as they pertain to access to corporate and client networks? If so, please describe and provide the supporting documentation.				1.00				D.08.

		D.09.		If electronic PHI/SPI will be transmitted or exchanged, does your company comply with standards such as those published in the NIST Special Publication 800-131A as it relates to encryption of data?  If so, please provide the supporting documentation.				1.00				D.09.

		D.10.		Do you perform third-party network penetration and vulnerability testing? If so, please provide the suporting documentatio of results from your last third-party test. 				1.00				D.10.

		D.11.		Do partners or subcontractors access network systems? If so, please describe how. 				1.00				D.11.

		D.12.		Does your organization support TLS for email and data encryption?				1.00				D.12.

		D.13.		Is auditing enabled for all appropriate events (e.g., is a record of individuals who log into the system maintained)? If so, describe how long audit logs are archived.  Please provide the supporting documentation.				1.00				D.13.

		D.14		For data transfer and storage (both within your company and externally), do you use cryptographic algorithms for protecting authentication credentials, remote access, data transmission, and data at rest?  If so, please provide the type of algorithms and the supporting documentation.				1.00				D.14

		D.15.		Does your firewall have defense capabilities such as anti-malware and deep packet inspection activated?  If so, please describe and provide the supporting documentation. 				1.00				D.15.

		D.16		Does your firewall have Unified Threat Management (cloud-based aggregation of threats and countermeasures)?   If so, please provide the supporting documentation.				1.00				D.16

		D.17		Do you maintain technical security around your network and server architecture? If so, please provide a high-level network and server diagram for a standard client environment.				1.00				D.17

		D.18.		Do you control data access by both end-users and privileged users? If so, describe. 				1.00				D.18.

		D.19.		Is there a physical or logical network and server segregation that exists between client environments and your corporate environment? If so, please describe and provide the supporting documentation.				1.00				D.19.

		D.20.		Do you use secure configuration standards for network and server infrastructure?  If so, please describe and provide the supporting documentation.				1.00				D.20.

		D.21.		Do you have patch-management policies and practices? If so, please describe and provide the supporting documentation.				1.00				D.21.

		D.22.		Do you have change-management policies and practices? If so, please describe and provide the supporting documentation.				1.00				D.22.

		D.23.		Do you have Data Loss Prevention policies (both written and technical) and practices? If so, please describe and provide the supporting documentation.				1.00				D.23.

										0.00







E - Iden and Acc Mgmt

		Security Audit and Evaluation of E-discovery Vendor/Partner



		E. Identity & Access Management



		Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent

		Weight:  Default = 1.00

		Q.				Rank		Weight		Weighted Rank		Q.		Notes

				Averages:				1.00		

		E.01.		Are there protections in place for remote access connectivity, including authentication mechanisms, encryption algorithms and key lengths, and account management process? If so, please describe and provide the supporting documentation.				1.00				E.01.

		E.02.		Are all employees with access to network systems and data required to undergo background checks prior to employment?  If so, please describe and provide the supporting documentation.				1.00				E.02.

		E.03.		Does your organization ensure all staff, employees, and contractors are screened prior to hiring? If so, please provide screening policies or procedures.  				1.00				E.03.

		E.04.		Are access controls in place that cover permissions, changes, and terminations? If so, please describe and provide the supporting documentation.				1.00				E.04.

		E.05.		Do you use two-factor (Multi-Factor) authentication?  If so, please describe and provide the supporting documentation.				1.00				E.05.

		E.06.		Are individual employees with access to data/networks required to sign confidentiality and non-disclosure agreements? If so, please provide information about how the provisions of these agreements are monitored and enforced.				1.00				E.06.

		E.07.		Are all employees with access to network systems or data direct employees of your company? If partners or subcontractors are involved, please provide their names.				1.00				E.07.

		E.08.		Do your systems/solution log user and administrator access to the data? If so, please provide details and granularity. 				1.00				E.08.

		E.09.		Can these access logs be regularly exported? 				1.00				E.09.

		E.10.		Are options present for cryptographic negotiation (minimums and preferences)?  If so, please provide descriptions.				1.00				E.10.

										0.00







F - Sec Ops

		Security Audit and Evaluation of E-discovery Vendor/Partner



		F. Security Operations



		Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent

		Weight:  Default = 1.00

		Q.				Rank		Weight		Weighted Rank		Q.		Notes

				Averages:				1.00		

		F.01.		Are new hires required to sign any agreements relating to information security/information protection upon hire? If so, please describe and provide the supporting documentation.				1.00				F.01.

		F.02.		Is there a security-training awareness program? If so, are all employees with network access required to participate at least annually?  If so, please describe and provide the supporting documentation.				1.00				F.02.

		F.03.		Do you have a change control/review process for software and patch updates? If so, please describe and provide the supporting documentation.				1.00				F.03.

		F.04.		Does your company outsource any of its systems, services, or infrastructure outside of the US? If so, please provide the locations and percentage of the work performed outside of the US, as well as a description of how the outsourced systems, services, employees, or infrastructure are vetted.				1.00				F.04.

		F.05.		Does your organization include security/information protection language within contracts of service providers who receive or process confidential/personal information?  If so, please describe and provide the supporting documentation.				1.00				F.05.

		F.06.		Is application development performed in-house?  If so, please describe and provide the supporting documentation.				1.00				F.06.

		F.07.		Does a third party host or manage your software?  If so, please describe and provide the supporting documentation.				1.00				F.07.

		F.08.		Does the application support Active Directory/LDAP integrations?				1.00				F.08.

		F.09.		Does the application support SSO with SAML v.2.0?				1.00				F.09.

		F.10.		If third party hosts your application can they provide audit report of security and network penetration tests and methodology used for secure development?				1.00				F.10.

		F.11.		Do you perform an annual risk assessment?  If so, please describe and provide the supporting documentation.				1.00				F.11.

		F.12.		Do you perform quarterly network penetration and vulnerability testing? If so, provide a summary of your last two quarterly tests.				1.00				F.12.

		F.13.		Do you have policies and practices regarding remediation of vulnerabilities identified in your vulnerability and penetration testing?  If so, please describe and provide the supporting documentation.				1.00				F.13.

		F.14		Do you commission third party SOC 2 audits? If so, please describe how often and provide your most recent SOC 2 audit report.				1.00				F.14

		F.15.		Are you required to comply with federal laws or regulations (e.g., HIPAA, PCI, PII, PHI ) in the course of delivering services to your clients? If so, please list.				1.00				F.15.

										0.00







G - Soft Dev Sec

		Security Audit and Evaluation of E-discovery Vendor/Partner



		G. Software Development Security



		Rank scale: Yes / No

		Select from pulldown menu

		Q.				Response		Q.		Notes

		G.01.		Do you perform code reviews of internally developed software?  If so, please describe and provide the supporting documentation.				G.01.

		G.02.		(Applicable if yes to the above question) Describe your software Development Lifecycle processes (SDLC) and how security controls are incorporated in the  SDLC.				G.02.







Results Summary

		Cook County Health Security Assessment



		Security Audit and Evaluation of E-discovery Vendor/Partner

		Rank scale: Yes / No				Response		Weight		Weighted Rank		Notes

		A.01.		Does your company maintain any security or other specialized certifications (ISO27001, SOC or similar)? If so, please provide details on types and certification dates and please provide a copy of your most recent report, audit, or certification. 		Yes		N/A		N/A		

		A.02.		Do you map your processes and procedures to standards (e.g. NIST, CIS, HITRUST, ISO, CJIS etc.)? If so, please list which ones.		No		N/A		N/A		



		B. Security & Risk Management

		Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent				Rank		Weight		Weighted Rank		Notes

				Averages:								N/A

		B.01.		Does your organization have documented Information Security Policies?  If yes, describe and provide the supporting documentation.				1.00				

		B.02.		Is our (and our clients’) data segregated from other clients’ data on your networks and computers during its life cycle on your servers (including but not limited to: processing, review hosting, production, storage, and archiving)?  If so, describe how and provide the supporting documentation.				1.00				

		B.03.		Do you have a management process in the event of incidents or breaches? Describe roles, responsibilites, and testing for incident response. Please provide the supporting documentation.				1.00				

		B.04.		Do you have a management process in the event of incidents or breaches? Describe roles, responsibilites, and testing for incident response. Please provide the supporting documentation.				1.00				

		B.05.		Do you remain up to date with system and security patches? If so, please describe, including frequency, analysis, testing, and approvals.  Please provide the supporting documentation.				1.00				

		B.06.		For any data stored on your system that contains HIPAA information, Protected Health Information (PHI),  Personally Identifiable Information (PII), or Payment Card Industry (PCI) information, will it be maintained in a properly protected environment? (encryption, monitoring, role-based restricted access, etc.) as required by regulations? Describe all standards and systems currently in place to provide protected environments and provide the supporting documentation.				1.00				

		B.07.		Do you have a client notification plan in the event of incidents or breaches? If so, describe when the plan is put into action anf provide the supporting documentation. 				1.00				

		B.08.		Does your organization maintain compliance with relevant security and privacy regulations?  (e.g. NIST, CIS, HITRUST, ISO, CFR, etc.).  If yes, describe and provide the supporting documentation.				1.00				

		B.09.		Is there a formally documented privacy policy? If yes, describe and provide the supporting documentation. If no, explain reason.				1.00				

		B.10.		Does your organization have a policy that addresses Information Classification and asset handling? Please provide the supporting documentation.				1.00				

		B.11.		If you are a cloud provider, are you registered on the Cloud Security Alliances’ STAR listing? If yes, describe and provide the supporting documentation.				1.00				

		B.12.		Does your organization have a formal process to assess the risk of service providers? If yes, describe and provide the supporting documentation.  Describe the process and what area within your organization is responsible.				1.00				

		B.13.		Will you allow (upon notification) an inspection in order to ascertain compliance with applicable law, information security requirements, and non-disclosure agreements?				1.00				

		B.14.		Have you created remediation plans to address deficiencies in your audits?  If so, please provide the supporting documentation.				1.00				

		B.15.		Do you have the ability to track and manage the investigations of incidents? If so, describe how you demonstrate you've investigated an incident and provide the supporting documentation. 				1.00				

		B.16.		Do your staff members have the ability to anonymously report an incident?				1.00				

		B.17.		If Web Portal Access is required to enter PHI or PII data into your system, is the web application a secure portal protected by SSL or other security measures?  Is this data encrypted in transit to the portal?  What security protocols are being used and what regulatory requirements are being followed?  Please describe and provide the supporting documentation.				1.00				

		C. Asset Security

		Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent				Rank		Weight		Weighted Rank		Notes

				Averages:				1.00				N/A

		C.01.		Do you have physical security in place to protect information assets in offices and other facilaties where information assets are stored or processed? If so, please describe and provide the supporting documentation.				1.00				

		C.02.		Is physical security present at all your data centers? If so, please describe and provide the supporting documentation.				1.00				

		C.03.		Do you have policies or programs in place to support the ongoing management of environmental controls (i.e. HVAC, fire detection and suppression, UPS testing, fuel/generator, etc.) for your offices/facilities and Datacenters? If so, please describe and provide the supporting documentation.				1.00				

		C.04.		Do you protect data at rest using encryption? If so, please describe, including information on each of the following: laptops, desktops, databases/applications, back-ups, removable media, portable devices (i.e. phones/handheld/tablets)?				1.00				

		C.05.		Does your company physically maintain its own data centers? Whether yes or no, please provide details about who maintains them and where they are geographically located.  Please provide the supporting documentation.				1.00				



		D. Communications & Network Security

		Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent				Rank		Weight		Weighted Rank		Notes

				Averages:				1.00				N/A

		D.01.		Does your organization have encryption tools to protect confidential/personal information that is in transit over public networks?  If so, describe how these tools are used and provide the supporting documentation.				1.00				

		D.02.		Is there a physical or logical network and server segregation that exists between client environments? If so, describe and provide the supporting documentation.				1.00				

		D.03.		Do you have network security mechanisms in place (e.g., next-generation firewalls, IDS/IPS, etc.)? If so, please describe and provide the supporting documentation.				1.00				

		D.04.		Do you have monitoring (including log monitoring) regularly conducted on your network(s)? If so, describe systems and procedures that are used to identify data breaches or security risks. Please provide the supporting documentation.				1.00				

		D.05.		Do you have an access control policy? If so, describe how it relates to access approvals, role-based access, principle of least privilege, segregation of duties, access reviews, and role changes or terminations.  Please provide the supporting documentation.				1.00				

		D.06.		Do you have password policies and management procedures? If so, please describe and provide the supporting documentation.				1.00				

		D.07.		Do you have policies and procedures for anti-malware in your corporate and client environments? If so, please describe and provide the supporting documentation.				1.00				

		D.08.		Do you have wireless policies and practices as they pertain to access to corporate and client networks? If so, please describe and provide the supporting documentation.				1.00				

		D.09.		If electronic PHI/SPI will be transmitted or exchanged, does your company comply with standards such as those published in the NIST Special Publication 800-131A as it relates to encryption of data?  If so, please provide the supporting documentation.				1.00				

		D.10.		Do you perform third-party network penetration and vulnerability testing? If so, please provide the suporting documentatio of results from your last third-party test. 				1.00				

		D.11.		Do partners or subcontractors access network systems? If so, please describe how. 				1.00				

		D.12.		Does your organization support TLS for email and data encryption?				1.00				

		D.13.		Is auditing enabled for all appropriate events (e.g., is a record of individuals who log into the system maintained)? If so, describe how long audit logs are archived.  Please provide the supporting documentation.				1.00				

		D.14		For data transfer and storage (both within your company and externally), do you use cryptographic algorithms for protecting authentication credentials, remote access, data transmission, and data at rest?  If so, please provide the type of algorithms and the supporting documentation.				1.00				

		D.15.		Does your firewall have defense capabilities such as anti-malware and deep packet inspection activated?  If so, please describe and provide the supporting documentation. 				1.00				

		D.16		Does your firewall have Unified Threat Management (cloud-based aggregation of threats and countermeasures)?   If so, please provide the supporting documentation.				1.00				

		D.17		Do you maintain technical security around your network and server architecture? If so, please provide a high-level network and server diagram for a standard client environment.				1.00				

		D.18.		Do you control data access by both end-users and privileged users? If so, describe. 				1.00				

		D.19.		Is there a physical or logical network and server segregation that exists between client environments and your corporate environment? If so, please describe and provide the supporting documentation.				1.00				

		D.20.		Do you use secure configuration standards for network and server infrastructure?  If so, please describe and provide the supporting documentation.				1.00				

		D.21.		Do you have patch-management policies and practices? If so, please describe and provide the supporting documentation.				1.00				

		D.22.		Do you have change-management policies and practices? If so, please describe and provide the supporting documentation.				1.00				

		D.23.		Do you have Data Loss Prevention policies (both written and technical) and practices? If so, please describe and provide the supporting documentation.				1.00				



		E. Identity & Access Management

		Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent				Rank		Weight		Weighted Rank		Notes

				Averages:				1.00				N/A

		E.01.		Are there protections in place for remote access connectivity, including authentication mechanisms, encryption algorithms and key lengths, and account management process? If so, please describe and provide the supporting documentation.				1.00				

		E.02.		Are all employees with access to network systems and data required to undergo background checks prior to employment?  If so, please describe and provide the supporting documentation.				1.00				

		E.03.		Does your organization ensure all staff, employees, and contractors are screened prior to hiring? If so, please provide screening policies or procedures.  				1.00				

		E.04.		Are access controls in place that cover permissions, changes, and terminations? If so, please describe and provide the supporting documentation.				1.00				

		E.05.		Do you use two-factor (Multi-Factor) authentication?  If so, please describe and provide the supporting documentation.				1.00				

		E.06.		Are individual employees with access to data/networks required to sign confidentiality and non-disclosure agreements? If so, please provide information about how the provisions of these agreements are monitored and enforced.				1.00				

		E.07.		Are all employees with access to network systems or data direct employees of your company? If partners or subcontractors are involved, please provide their names.				1.00				

		E.08.		Do your systems/solution log user and administrator access to the data? If so, please provide details and granularity. 				1.00				

		E.09.		Can these access logs be regularly exported? 				1.00				

		E.10.		Are options present for cryptographic negotiation (minimums and preferences)?  If so, please provide descriptions.				1.00				



		F. Security Operations

		Rank scale: 1-5 - 1= None; 2 = Poor; 3 = Average; 4 = Good; 5 = Excellent				Rank		Weight		Weighted Rank		Notes

				Averages:				1.00				N/A

		F.01.		Are new hires required to sign any agreements relating to information security/information protection upon hire? If so, please describe and provide the supporting documentation.				1.00				

		F.02.		Is there a security-training awareness program? If so, are all employees with network access required to participate at least annually?  If so, please describe and provide the supporting documentation.				1.00				

		F.03.		Do you have a change control/review process for software and patch updates? If so, please describe and provide the supporting documentation.				1.00				

		F.04.		Does your company outsource any of its systems, services, or infrastructure outside of the US? If so, please provide the locations and percentage of the work performed outside of the US, as well as a description of how the outsourced systems, services, employees, or infrastructure are vetted.				1.00				

		F.05.		Does your organization include security/information protection language within contracts of service providers who receive or process confidential/personal information?  If so, please describe and provide the supporting documentation.				1.00				

		F.06.		Is application development performed in-house?  If so, please describe and provide the supporting documentation.				1.00				

		F.07.		Does a third party host or manage your software?  If so, please describe and provide the supporting documentation.				1.00				

		F.08.		Does the application support Active Directory/LDAP integrations?				1.00				

		F.09.		Does the application support SSO with SAML v.2.0?				1.00				

		F.10.		If third party hosts your application can they provide audit report of security and network penetration tests and methodology used for secure development?				1.00				

		F.11.		Do you perform an annual risk assessment?  If so, please describe and provide the supporting documentation.				1.00				

		F.12.		Do you perform quarterly network penetration and vulnerability testing? If so, provide a summary of your last two quarterly tests.				1.00				

		F.13.		Do you have policies and practices regarding remediation of vulnerabilities identified in your vulnerability and penetration testing?  If so, please describe and provide the supporting documentation.				1.00				

		F.14		Do you commission third party SOC 2 audits? If so, please describe how often and provide your most recent SOC 2 audit report.				1.00				

		F.15.		Are you required to comply with federal laws or regulations (e.g., HIPAA, PCI, PII, PHI ) in the course of delivering services to your clients? If so, please list.				1.00				

		G. Software Development Security

		Rank scale: Yes / No				Response		Weight		Weighted Rank		Notes

		G.01.		Do you perform code reviews of internally developed software?  If so, please describe and provide the supporting documentation.		Yes		N/A		N/A		

		G.02.		(Applicable if yes to the above question) Describe your software Development Lifecycle processes (SDLC) and how security controls are incorporated in the  SDLC.		N/A		N/A		N/A		



		H. Aggregate Score								ERROR:#VALUE!











Lookups

		Rank 1		Rank 2		Weight

		Yes

		No





																10				0.00

				5		0.00										9				0.25

				4		0.25										8				0.50

				3		0.50										7				0.75

				2		0.75										6				1.00

				1		1.00										5				1.25

																4				1.50

																3				1.75

																2				2.00

																1







		Each question with a numerical ranking also has a weighting option. If you want all answers in a section to have the same weight, do not change the information in the "Weight" cell. If you determine that a certain criterion is especially important, you can assign a "higher" weight, up to "2"; otherwise, the default weight of "1" is assigned. If you want the answer to a specific question to be given less weight, choose an option of 0.75 or lower. Assuming a default weight of "1" is consistently used throughout, an aggregate score of 288 or lower represents an acceptable test score (4 [acceptable] x 72 [number of weighted criteria]).
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CCH ASSIGNED AGREEMENT NO.

MASTER SERVICES AGREEMENT

This MASTER SERVICES AGREEMENT (“Services Agreement”) is made and entered into as of the day
of ,20__ (“Effective Date”) by and between:

(a) COUNTY OF COOK, an lllinois body politic and corporate, by and through its operating unit,
Cook County Health and Hospitals System doing business as Cook County Health (“CCH”), having
offices at 1950 West Polk Street, Chicago, lllinois 60612 and 600 West Jackson Street, Chicago, lllinois
60661; and

(b) , a , with its
principal place of business at (“Vendor”).

CCH and Vendor are each a “Party” and are collectively the “Parties.” Reference to “CCH GC” means the
General Conditions for contracting with the County of Cook and its operating units, including CCH, that
are generally applicable to contractors engaged by the County of Cook and its operating units.

The County of Cook and its operating units, including CCH, are collectively referred to as “CCH” in the
remainder of this Services Agreement and in its Appendices, Addenda, Attachments, Exhibits, Schedules,
Statements of Work and Change Orders.

RECITALS

WHEREAS, CCH desires to engage Vendor to furnish Services and Deliverables to CCH, as more
fully described in this Services Agreement and in its Appendices, Addenda, Exhibits, Schedules, Statements
of Work and Change Orders; and

WHEREAS, Vendor desires to be so engaged by CCH;

NOW THEREFORE, in consideration of the mutual agreements and undertakings of the Parties and
for other good and valuable consideration, the sufficiency of which the Parties acknowledge, the Parties
intend to be legally bound and agree as follows:

ARTICLE 1
CONSTRUCTION OF AGREEMENT

1.1 Defined Terms in Services Agreement (CCH GC-30). Capitalized terms used, but not otherwise
defined, in this Services Agreement, have the meanings set forth in the Glossary of Terms attached as
Appendix 1. As used in this Services Agreement, the words “include” and “including” mean including but
not limited to; and the word “or” is not exclusive.

1.2 References in Services Agreement (CCH GC-30). Unless the context otherwise requires, reference
in this Services Agreement to: (a) an Article, Section, Appendix, Addendum, Exhibit, or Schedule means an
Article or Section of, or an Appendix, Addendum, Exhibit or Schedule referenced in or attached to this
Services Agreement; (b) a Statement of Work or Change Order means a Statement of Work or Change
referenced in or issued under this Services Agreement; (c) an agreement, instrument or other document
means such agreement, instrument or other document as amended, supplemented or otherwise modified
from time to time to the extent permitted by the provisions thereof and by this Services Agreement; and
(d) a statute, regulation or other Law means such statute, regulation or other Law as amended or modified
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from time to time and includes any of its successors. Headings in this Services Agreement are for
convenience and identification and do not describe, interpret, define or limit the scope, extent or intent
of this Services Agreement.

1.3 Incorporation in Services Agreement (CCH GC-30). The Appendices, Addenda, Exhibits and
Schedules referenced in or attached to, and the Statements of Work and Change Orders referenced in or
issued under, this Services Agreement will be construed with, and as an integral part of, this Services
Agreement to the same extent as if they were set forth verbatim in this Services Agreement.

1.4 Order of Precedence (CCH GC-30).

(a) Contract Documents. In the event of and only to the extent of irreconcilable conflict or
inconsistency of terms among the various documents (other than Statements of Work and Change Orders)
that, at any given time, constitute this Services Agreement, the order of precedence and priority that will
apply is as follows, with each listed document or type of document superseding and prevailing over any
subsequently listed document or type of document, and with later-executed documents prevailing over
earlier-executed documents of the same type:

(i) HIPAA Business Associate Addendum (CCH GC-39) to the extent applicable to the
furnishing of Services and Deliverables under this Services Agreement;

(ii) [Reserved]

(iii) ARTICLES 1 through 12 of this Services Agreement; and

(iv) Any Appendix, Addendum, Exhibit, or Schedule referenced in or attached to this
Services Agreement, other than the HIPAA Business Associate Addendum (CCH GC-39).

(b) Statements of Work and Change Orders. In the event of conflict or inconsistency between
the terms and conditions of this Services Agreement and the terms and conditions of any Statement of
Work or Change Order referenced in or issued under this Services Agreement, the terms and conditions
of this Services Agreement will govern, unless expressly provided otherwise and there is written approval
of the CCH Office of the General Counsel of the change in priority; provided in no case will a Statement of
Work or Change Order supersede the HIPAA Business Associate Addendum (CCH GC-3) or applicable
Government Program Addenda. CCH will be responsible for obtaining such approval of the CCH Office of
the General Counsel before the Statement of Work or Change Order will govern.

ARTICLE 2
FURNISHING OF SERVICES AND DELIVERABLES

21 Vendor’s Engagement (CCH GC-01). CCH engages Vendor to furnish the services (“Services”) and
deliverables (“Deliverables”) set forth in Statements of Work, as may be executed by the Parties and
issued from time to time as “Statements of Work” under this Services Agreement. Services and
Deliverables must be furnished in accordance with the terms and conditions of this Services Agreement,
as supplemented by the terms and conditions specific to the Services and Deliverables in the applicable
Statements of Work in an amount not to exceed the Maximum Contract Amount of
S Vendor accepts this engagement as the prime contractor under and
subject to the terms and conditions of this Services Agreement and assumes full and total responsibility
and liability for procuring and furnishing the Services and Deliverables to or for CCH. Vendor will:
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(a) Act at all times as the single point of reference and contact for CCH with regard to this
Services Agreement and all performance under this Services Agreement;

(b) Furnish or arrange to furnish the Services and Deliverables in a manner that complies with
all applicable accreditation standards affecting CCH and all applicable Government Regulations;

(c) If Vendor will furnish or arrange to furnish any Services that require personnel to have
medical staff appointments or appropriate clinical privileges, assure that such appointments or privileges
have been secured prior to permitting such personnel to furnish such Services;

(d) Procure and furnish to or for CCH all Services and Deliverables specified in this Services
Agreement and the Statements of Work, regardless whether any particular Service or Deliverable is
manufactured or supplied directly by Vendor or through a third party;

(e) Furnish the Services and Deliverables inclusive of all activities and tasks necessary and
appropriate for performance of the Services or Deliverables in accordance with this Services Agreement,
subject to CCH’s retention of performance of any activities or tasks for a particular Service or Deliverable
as specified in the applicable Statement of Work;

() Furnish, install, configure, implement and integrate the Services and Deliverables, provide
efficient business administration and project management with respect to this engagement, and
appropriately supervise all work performed as part of this engagement, as necessary and appropriate to
complete the installation, configuration, implementation and integration of Services and Deliverables in
accordance with this Services Agreement;

(g) Provide ongoing support and maintenance of all Services and Deliverables; and

(h) Not discontinue or suspend performance under this Services Agreement or any Statement
of Work prior to the expiration or termination date of this Services Agreement or the applicable Statement
of Work, unless the CCH Chief Procurement Officer or designee directs otherwise in writing.

2.2 Changes in Services or Deliverables (CCH GC-16). CCH may request change to any Statement of
Work by providing a written request to Vendor, specifying the change with sufficient detail reasonably to
enable Vendor to evaluate the request.

(a) Vendor’s Provision of Change Order. Within 10 days (or such longer period as the Parties
mutually agree) after the date of CCH’s request, Vendor will deliver to CCH a written request to change
(“Change Order”) the applicable Statements of Work, which includes the following as applicable:

(i) Description of the impact of the Change Order upon the Statement of Work;

(ii) Specifications, implementation plans and schedules with milestones and
completion dates;

(iii) Firm price quote to implement the Change Order, which price quote will
constitute Vendor’s firm offer for 30 days (or such longer period as stated in the Change Order);
and
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(iv) Estimates of any expenses or disbursements anticipated to implement the
Change Order.

(b) Change Order Negotiation, Acceptance or Rejection. For 30 days (or such longer period
as stated in the Change Order) following Vendor’s delivery of the Change Order to CCH (“Negotiation
Period”), the Parties may negotiate mutually-acceptable modifications to the Change Order.

(i) No Cost Increase or Scope Expansion. When a Change Order does not require an
increase to the Maximum Contract Amount for this Services Agreement, as approved by the CCH
Board of Directors in a Board transmittal and certified by the Stamp of the Secretary of the CCH
Board of Directors (“Maximum Contract Amount”), and does not expand the scope of Services or
Deliverables beyond that requested by CCH in any request for proposal or approved by the CCH
Board of Directors, then before expiration of the Negotiation Period, CCH may notify Vendor in
writing of CCH’s acceptance or rejection of the Change Order (as may have been modified by the
Parties during the Negotiation Period).

(A) Change Order Rejection. If CCH rejects, or fails to give any notice to
Vendor with respect to the Change Order before expiration of the Negotiation Period,
CCH will be deemed to have rejected the Change Order and withdrawn its request to
change the Statement of Work. Vendor will thereafter take no further action with respect
to the Change Order.

(B) Change Order Acceptance. If CCH accepts the Change Order before
expiration of the Negotiation Period and there are available CCH-approved contract funds
that may be reallocated without causing the Maximum Contract Amount to be exceeded,
then the CCH Using Department operationalizing the Change Order may reallocate those
CCH-approved contract funds for the Change Order without need for a contract
amendment pursuant to Section 12.9.

(ii) Cost Increase or Scope Expansion. When a Change Order requires or commits
additional monies to be expended by CCH that were not in the Maximum Contract Amount or
expands the scope of Services or Deliverables beyond that requested by CCH in any request for
proposal or approved by the CCH Board of Directors, then the Change Order may not be accepted
by CCH, unless such Change Order is processed as an Amendment pursuant to Section 12.9.

(c) Implementation of Accepted Change Order. Upon CCH’s acceptance of a Change Order
that does not require processing as an Amendment pursuant to Section 2.2(b)(ii), the Parties will execute
the Change Order and apply it to the applicable Statements of Work. Vendor will thereafter implement
the Change Order in accordance with its terms and conditions as part of the applicable Statements of
Work. No Change Order or other request for change to a Statement of Work will become binding upon
CCH or Vendor, and CCH will not be obligated to pay Vendor for, and Vendor will not be obligated to
furnish, any Services or Deliverables described in a Change Order, except as expressly set forth in a Change
Order signed by a duly authorized representative of each Party and attached to the applicable Statements
of Work.

23 CCH Inspection and Rejection of Services and Deliverables (CCH GC-04). At all times during the
Term and at any location where this Services Agreement is performed, CCH will have a right to inspect the
Services and Deliverables. Services and Deliverables may be rejected by the CCH Using Department if the
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Services or Deliverables fail to meet the specifications of this Services Agreement. In the event of such
rejection, Vendor will remedy the failure in accordance with Section 7.1(d). Any rejected Deliverable must
be removed by Vendor within a reasonable time from CCH’s premises at Vendor’s expense, after CCH has
given notice to Vendor that such Deliverable has been rejected.

24 Vendor Personnel (CCH GC-02). Personnel that Vendor employs or engages in connection with
this Services Agreement must have the requisite ability, expertise, knowledge and skill appropriate to the
work they carry out in connection with the furnishing of Services and Deliverables and must not be
excluded Persons as specified in Section 10.1(c). At all times during the Term, Vendor will assign a
sufficient number of qualified personnel to enable furnishing of the Services and Deliverables in
accordance with this Services Agreement. The quality, experience and availability of Vendor personnel are
of the essence under this Services Agreement.

(a) Identification of Key Vendor Personnel. Vendor will furnish to CCH a list identifying all key
Vendor personnel to be used to furnish the Services and Deliverables and their designated assignments.
The list will, upon CCH’s request, include the qualifications of each individual named.

(b) Removal of Vendor Personnel. If CCH has a reasonable basis to believe at any time during
the Term that the performance or conduct of any Vendor personnel assigned to carry out work in
connection with the furnishing of Services or Deliverables fails to conform to the requirements of this
Services Agreement, CCH will so notify Vendor. Vendor will promptly remedy the performance or conduct
of such personnel. Should Vendor fail to promptly remedy such personnel’s performance or conduct and
CCH requests the personnel’s replacement, Vendor will, no later than 30 days following CCH’s request,
replace the personnel with other qualified personnel, reasonably acceptable to CCH, who meet the
requirements of this Services Agreement.

(c) Wage Requirements. Vendor will familiarize itself with the current Cook County Living
Wage established by County’s Chief Financial Officer and ensure that Vendor’s employees are paid not
less than the applicable Cook County Living Wage. If Vendor’s employees or its subcontractors’ employees
furnish any Services to which the lIllinois Prevailing Wage Act (820 ILCS 130/0.01 et seq.) or Cook County
Code of Ordinances Section 34-163 applies, then Vendor must ensure that its employees assigned to
provide such Services under this Services Agreement are paid not less than the applicable prevailing wage.
Vendor must maintain documentation sufficient to verify that its employees assigned to furnish such
Services are paid not less than the Cook County Living Wage or the applicable prevailing wage.

2.5 Parties’ Primary Contacts and Status Meetings (CCH GC-01).

(a) Primary Contacts. Each Party will designate and identify a primary contact (“Primary
Contact”) to serve as the Party’s principal contact individual for the other Party with respect to this
Services Agreement.

(b) Status Meetings. On a periodic basis, but no less frequently than monthly during the
Term, Vendor’s Primary Contact, along with other Vendor personnel as CCH may request, will participate
in an in-person or telephonic meeting with CCH’s Primary Contact, and other CCH representatives as CCH
may elect to include, at the time and place that CCH reasonably designates. The purpose of each such
meeting will be to review and discuss the operational status and anticipated tasks or activities with respect
to the applicable Statements of Work, including any actual or anticipated problems and proposed
solutions that could impact performance of the Statements of Work.
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2.6 Books and Records Maintenance (CCH GC-32).

(a) By Vendor. Vendor will maintain timely, complete and accurate books and records,
consistent with books and records maintained in the ordinary course of business and including
documents, papers, canceled checks, bank statements, purveyor’s and other invoices involving
transactions relating to compliance with the terms, conditions or provisions of this Services Agreement or
the Services and Deliverables, for the longer of: (i) 10 years following the later of expiration or termination
of, or final payment under, this Services Agreement; (ii) completion of a final audit by CCH or by the U.S.
Department of Health and Human Services (“DHHS”), the U.S. Comptroller General, the U.S. Department
of Justice, the lllinois Department of Healthcare and Family Services, the lllinois Office of Attorney General
or other applicable State or County agencies, or their respective designees; or (iii) as otherwise required
by applicable Law. Vendor will be responsible for establishing and maintaining records sufficient to
document the costs associated with Vendor’s furnishing of Services and Deliverables under this Services
Agreement.

(b) By Subcontractors. Vendor will include in all of its subcontracts relating to this Services
Agreement a provision that requires each subcontractor to maintain timely, complete and accurate books
and records, consistent with books and records maintained in the ordinary course of business and
including documents, papers, canceled checks, bank statements, purveyor’s and other invoices involving
transactions relating to compliance with the terms, conditions or provisions of the subcontract or this
Services Agreement or the Services and Deliverables furnished by the subcontractor, for the longer of:
(i) 10 years following the later of expiration or termination of, or final payment under, the subcontract;
(ii) completion of a final audit by CCH or by DHHS, the U.S. Comptroller General, the U.S. Department of
Justice, the lllinois Department of Healthcare and Family Services, the lllinois Office of Attorney General
or other applicable State or County agencies, or their respective designees; or (iii) as otherwise required
by applicable Law.

2.7 Audit and Examination (CCH GC-32).

(a) By CCH. Upon CCH’s reasonable notice and during normal business hours, Vendor will,
and will contractually require its subcontractors performing under this Services Agreement to, make
available and submit for audit, inspection, evaluation or examination by CCH or its duly authorized
representatives, their respective books and records maintained in compliance with Section 2.6, as well as
their respective premises, facilities, equipment, computer and other electronic systems, for the longer of:
(i) 10 years following the later of expiration or termination of, or final payment under, the Services
Agreement or subcontract, as applicable; (ii) completion of CCH’s final audit; or (iii) as otherwise required
by applicable Law. Any CCH audit, inspection, evaluation or examination will be conducted in a manner
that does not unreasonably interfere with the operation of Vendor’s or subcontractor’s day-to-day
business affairs. Vendor will, and will contractually require its subcontractors performing under this
Services Agreement to, copy, upon CCH’s reasonable notice and at CCH’s expense, and furnish to CCH the
books and records it maintains in compliance with Section 2.6.

(b) By Government Agencies. Vendor will, and will contractually require its subcontractors
performing under this Services Agreement to, make available their respective books and records
maintained in compliance with Section 2.6, as well as their respective premises, facilities, equipment,
computer and other electronic systems, involving transactions relating to or compliance with the terms,
conditions or provisions of the Services Agreement, the subcontracts or the Services and Deliverables,
available for audit, inspection, evaluation, examination or copying by DHHS, the U.S. Comptroller General,
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the U.S. Department of Justice, the Illinois Department of Healthcare and Family Services, the lllinois
Office of Attorney General and other applicable State or County agencies, or their respective designees,
at all reasonable times at Vendor’s or subcontractor’s place of business or such other mutually agreeable
location, for the longer of: (i) 10 years following the later of expiration or termination of, or final payment
under, the Services Agreement or subcontract; (ii) completion of a final audit by DHHS, the U.S.
Comptroller General, the U.S. Department of Justice, the Illinois Department of Healthcare and Family
Services, the lllinois Office of Attorney General or other applicable State or County agencies, or their
respective designee; or (iii) as otherwise required by applicable Law, provided, if a government agency
determines there is a reasonable possibility of fraud, abuse or similar risk, the government agency or its
designee may audit, inspect, evaluate or examine Vendor or subcontractor at any time.

(c) Medicare Reimbursement. If Medicare program reimbursement, to which applies Social
Security Act § 1861(v)(1)(l) (42 U.S.C. § 1395x(v)(1)(l)), may be made for Services or Deliverables provided
under (i) this Services Agreement or an applicable Statement of Work, or (ii) one or more subcontracts
with related organizations of Vendor that have a value or cost of $10,000 or more over a 12-month period,
then Vendor will: (x) retain, to the extent not included within the books and records Vendor is required
to: maintain under Section 2.6(a), this Services Agreement and the books, documents, records and data
necessary and appropriate to certify the nature and extent of the costs of the Services and Deliverables
for at least 4 years after furnishing the Services or Deliverables; and (y) include in each subcontract with
a related organization a requirement that, until the expiration of 4 years after furnishing of the Services
or Deliverables, the related organization will make available to DHHS, the U.S. Comptroller General, or
their respective designees, upon request, the related organization’s subcontract and books, documents,
records and data necessary and appropriate to certify the nature and extent of the value or costs of the
Services or Deliverables.

2.8 Cooperation and Reliance. Vendor and CCH will cooperate in good faith with each other in
performance of their respective obligations and responsibilities under this Services Agreement. Vendor
may rely upon the accuracy and completeness of the data and information that CCH provides or arranges
to provide Vendor under this Services Agreement for Vendor’s furnishing of Services and Deliverables.

29 Policies and Procedures. Vendor must maintain, and regularly review and update as necessary or
appropriate, sufficiently detailed written policies and procedures applicable to implementation and
performance of the Services. Such policies and procedures must address testing, monitoring, auditing and
other quality assurance activities undertaken with respect to implementation and performance of the
Services. Vendor will ensure adherence to those policies and procedures in the implementation and
performance of the Services. CCH may at all times during the Term review the policies and procedures
applicable to implementation and performance of the Services. Vendor will furnish CCH an electronic copy
in an agreed format of any or all then current policies and procedures for the Services as promptly as
practicable, but no later than five (5) Business Days after Vendor’s receipt of CCH’s request.

ARTICLE 3
PAYMENT FOR SERVICES AND DELIVERABLES

3.1 Fees (CCH GC-06). CCH will pay Vendor in accordance with this Services Agreement for Services
and Deliverables furnished by Vendor to or for CCH.

3.2 Expenses and Disbursements (CCH GC-06). CCH will be responsible for reasonable expenses and
disbursements that Vendor incurs in the course of furnishing Services and Deliverables under this Services
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Agreement. Vendor must submit documentation, including third-party receipts, to CCH to substantiate
the types and amounts of expenses and disbursement incurred related to the furnishing of Services and
Deliverables for which Vendor seeks reimbursement from CCH.

33 Fee, Expense and Disbursement Estimates (CCH GC-06). To the extent Vendor charges for
Services or Deliverables on an hourly basis for actual time worked, Vendor will provide an estimate of the
total fees to be payable for each applicable Statement of Work. Vendor will also provide an estimate of
the total expenses and disbursements that Vendor may incur for each applicable Statement of Work.
Vendor will promptly notify CCH’s Primary Contact of the reasons and the anticipated amounts of
additional fees, expenses and disbursements any time Vendor anticipates exceeding a dollar limit for fees,
expenses and disbursements that CCH may establish for an applicable Statement of Work.

34 Invoices (CCH GC-06). Vendor is on notice that invoices are required to comply with and be
submitted in accordance with Cook County Code of Ordinances Sections 34-310 and 34-311. Unless the
Parties agree to an alternative payment frequency and that alternative payment frequency is identified in
the applicable Statement of Work, Vendor will invoice CCH monthly by submission of invoices to the CCH
Using Department. Each invoice must include itemized records that indicate the dates or periods in which
Services and Deliverables being invoiced were furnished, describe the work performed and the time spent
performing the work, and detail the fees and reimbursable expenses and disbursements incurred during
the period covered by the invoice. Each invoice must be in a form acceptable to CCH and include third-
party receipts or other evidence satisfactory to CCH for each expense or disbursement for which Vendor’s
invoice seeks reimbursement. Each invoice must accord with any applicable cost provisions of this Services
Agreement or Statement of Work and reference a valid purchase order if CCH has issued a purchase order
in connection with the furnishing of any of the Services or Deliverables.

3.5 Payment (CCH GC-06). CCH payment terms are Net 45 days following CCH receipt of Vendor’s
invoice satisfying the requirements of Section 3.4. No payment may be made on an invoice that fails to
comply with the requirements of Section 3.4. CCH will pay the undisputed portion of each invoice that
satisfies the requirements of Section 3.4 within Net 45 days following CCH receipt of Vendor’s invoice and
notify Vendor of any portion of the invoice that CCH disputes and the bases for the dispute. Upon
resolution of any disputed portion of an invoice, CCH will pay the amounts owed to Vendor within Net 45
days following such resolution. Vendor will not be entitled to: (a) invoice or otherwise charge CCH for late
fees, interest on past due payments, or other penalties assessed on untimely payments; or (b) invoice,
without the prior written approval of the CCH Chief Procurement Officer or designee, additional charges,
costs, mark-up or pass-through amounts with respect to any subcontract or subcontractor of or arranged
by Vendor.

3.6 Payment in Full. Vendor will accept the amounts paid pursuant to this Services Agreement as
payment in full for furnishing Services and Deliverables. CCH will have no financial obligation or liability to
any Vendor subcontractor or agent under any circumstance, and Vendor will ensure Vendor’s
subcontractors and agents do not seek payment from CCH for furnishing Services or Deliverables under
this Services Agreement or for satisfaction of any financial obligation or liability whatsoever owed by
Vendor. Vendor is solely responsible for compensating any Vendor subcontractor or agent performing
under this Services Agreement.

3.7 Taxes (CCH GC-08). Federal Excise Tax does not apply to materials purchased by CCH by virtue of
Exemption Certificate No. 36-75-0038K. The lllinois Retailers' Occupation Tax, lllinois Use Tax and lllinois
Municipal Retailers' Occupation Tax do not apply to Services or Deliverables purchased by CCH by virtue
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of statute. The State of lllinois Sales Tax Exemption Identification No. applicable to CCH is E-9998-2013-
07. The price or prices that Vendor quotes under this Services Agreement or any Statement of Work or
Change Order must include all other Federal and State direct and indirect taxes that may apply.

3.8 Refunds. In the event Vendor receives, or an audit, inspection, evaluation or examination by CCH
or its duly authorized representatives identifies, any payment under this Services Agreement, which is in
excess of amounts due under this Services Agreement or otherwise disallowed by CCH, Vendor, at CCH'’s
direction, will promptly refund the excess or disallowed amount to CCH or credit the excess or disallowed
amount to the next payment due or to become due to Vendor from CCH under this Services Agreement
or any other contract between Vendor and CCH.

3.9 Prepaid Fees (CCH GC-07). Upon the expiration or termination of this Services Agreement for any
reason, Vendor will refund to CCH any prepaid fees CCH paid to Vendor for Services or Deliverables not
actually furnished as of the expiration or termination date, on a prorated basis to the expiration or
termination date, no later than 30 days following the expiration or termination date.

ARTICLE 4
CONFIDENTIALITY

4.1 Confidential Information (CCH GC-31). In connection with performance under this Services
Agreement, Vendor may gain access to CCH Confidential Information, and CCH may gain access to Vendor
Confidential Information.

(a) “Confidential Information” Defined. “Confidential Information” means all information in
any form that is identified by the disclosing Party to the receiving Party as confidential or proprietary at
the time of the disclosure or that, under the circumstances surrounding the disclosure, should reasonably
be considered by the receiving Party as confidential or proprietary, including trade secrets, internal
business practices, processes, plans, goals, strategies, software systems, protocols, policies, procedures,
finances, products, services and pricing.

(b) Exclusions from Confidential Information (CCH GC-31). Excluded from “Confidential
Information” is information that: (i) is generally available to the public at the time the disclosing Party
makes the disclosure; (ii) was rightfully and legally available on a non-confidential basis to the receiving
Party prior to the disclosing Party’s disclosure of the information to the receiving Party; (iii) becomes
rightfully and legally available on a non-confidential basis to the receiving Party from a source other than
the disclosing Party; provided that the source is not prohibited from transmitting the information to the
receiving Party by a contractual, legal or fiduciary obligation; (iv) is developed by the receiving Party
without use of or reference to the disclosing Party’s Confidential Information; or (v) is Protected Health
Information subject to the protections of the HIPAA Business Associate Addendum (CCH GC-39).

4.2 Vendor Confidentiality Obligations (CCH GC-31).

(a) Protection of CCH Confidential Information. Vendor will protect the confidentiality of CCH
Confidential Information with no less than reasonable care and in at least the same manner and to the
same extent as Vendor protects its own Confidential Information.

(b) Restriction on Use and Disclosure of CCH Confidential Information. Vendor may not use
or disclose CCH Confidential Information without CCH’s specific prior written consent, except as necessary
to perform Vendor’s obligations or exercise Vendor’s rights under this Services Agreement or as required
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by Law. Vendor may permit use of CCH Confidential Information only by Vendor’s employees, and disclose
CCH Confidential Information only to Vendor’s subcontractors, agents and other representatives, that:
(i) need to know CCH Confidential Information as necessary to perform Vendor’s obligations or exercise
Vendor’s rights under this Services Agreement or as required by Law; and (ii) are bound by confidentiality
obligations at least as stringent as those in this Services Agreement. In no event may Vendor or any of
Vendor’s employees or Vendor’s subcontractors, agents and other representatives use or disclose for
business or personal gain or make other improper use or disclosure of CCH Confidential Information.

(c) Additional Confidentiality Obligations Applicable to Vendor. Notwithstanding the CCH
Confidential Information use and disclosure permissions granted to Vendor by Section 4.2(b), Vendor may
not compile or distribute statistical analyses or reports or engage in data aggregation or data de-
identification utilizing data derived from CCH Confidential Information or other information or data
obtained from CCH without CCH’s specific prior written consent. Vendor will furnish a copy of any such
statistical analyses or reports or aggregated or de-identified data, for which CCH provides written consent,
to CCH without charge to CCH.

4.3 CCH Confidentiality Obligations (CCH GC-31).

(a) Protection of Vendor Confidential Information. CCH will protect the confidentiality of
Vendor Confidential Information with no less than reasonable care and in at least the same manner and
to the same extent as CCH protects its own Confidential Information.

(b) Restriction on Use and Disclosure of Vendor Confidential Information. CCH may not use
or disclose any Vendor Confidential Information without Vendor’s specific prior written consent, except
as necessary to perform CCH’s obligations or exercise CCH’s rights under this Services Agreement or as
required by Law. CCH may permit use of Vendor Confidential Information only by CCH’s employees, and
disclose Vendor’s Confidential Information only to CCH’s subcontractors, agents and other
representatives, that: (i) need to know Vendor Confidential Information as necessary to perform CCH’s
obligations or exercise CCH’s rights under this Services Agreement or as required by Law; and (ii) are
bound by confidentiality obligations at least as stringent as those in this Services Agreement.

(c) Public Meeting and Public Document Disclosure. Vendor acknowledges and agrees that
the County of Cook as a public body (including its operating unit, CCH), may discuss information regarding
this Services Agreement in public meetings and disclose such information in public documents.

(d) Freedom of Information Act Compliance. Vendor acknowledges and agrees that CCH, as
part of a public body, is required to comply with the Illinois Freedom of Information Act (“FOIA”) (5 ILCS
140/1 et seq.) and, accordingly, CCH will have the right to determine upon receipt of a FOIA request
whether it will or will not withhold information in response to the FOIA request. Vendor may reasonably
designate, in writing to CCH, Vendor information as Vendor Confidential Information as defined in Section
4.1(a). If Vendor makes such a reasonable designation, CCH will use best efforts to notify Vendor of an
applicable FOIA request and provide Vendor the opportunity to assert that Vendor information is exempt
from copying and inspection under FOIA §§ 7(1)(b) or (g) (5 ILCS 140/7(1)(b), (g)). CCH may require Vendor
to submit written justification for asserting the exemption. To the extent CCH is assessed attorneys’ fees
or court costs as a result of assisting Vendor in asserting an exemption from FOIA disclosure, Vendor will
indemnify and hold harmless CCH from and against such expenses.
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