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1 Background

The Cook County Health (CCH) is a unit within Cook County government. CCH provides a full continuum of health
care services through its seven operating entities, referred to as System Affiliates. System Affiliates provide a broad
range of services from specialty and primary care to emergency, acute, outpatient, rehabilitation and preventative
care. CCH services are offered without regard to a patient’s economic status or ability to pay.

CCH operates John H. Stroger, Jr. Hospital of Cook County (JHSH), the Ambulatory and Community Health Network
(a system of fifteen clinics), the Cook County Department of Public Health, Cermak Health Services of Cook County
(a health facility operated within the confines of the Cook County Department of Corrections), Ruth M. Rothstein
Core Center, and Oak Forest Health Center of Cook County. The System also operates CountyCare, a Medicaid health
plan for low-income adults established under the Affordable Care Act.

John H. Stroger, Jr. Hospital of Cook County (JHSH) is seeking to replace/integrate the existing pager solution with a
new Enterprise Secure Messaging and Mobile Communications solution, including infrastructure hardware, material,
mobile devices, subsystem integration, software and all required professional services that encompass a fully
deployed Enterprise Secure Messaging and Mobile Communications solution. The solution must support the
following but is not limited to: texting, SMS, MMS, video, email, paging, scheduling, alerts and notifications (see
Appendix 1 for full list of required integration).

2 Purpose

Cook County Health understands that patients have a choice in selecting their preferred provider. The Enterprise
Secure Messaging and Mobile Communications Project will focus on the patient experience, creating an environment
of care that places the patient and their families at the center. Leveraging technologies such as Secure Messaging
and Mobile Communications will directly impact the quality of care our patients and their families receive at CCH.

The purpose of this Request for Proposal (RFP) is to invite prospective Proposers to submit a proposal for a new
Enterprise Secure Messaging and Mobile Communications Solution to CCH. The pricing structure must be based on
an Enterprise Solution.

The RFP provides Proposers with the relevant operational, performance, application, and architectural requirements
of the solution. CCH intends to use the information provided in the responses to identify the Proposers best qualified
to meet the requirements of this project.

3 Business Goals and Objectives

Cook County Health is seeking proposals for an Enterprise Secure Messaging and Mobile Communications Solution
that will enhance collaboration opportunities, improve over-all communications, reduce costs, provide better
patient care, ensure compliance with Federal and State laws, provide disaster recovery and business continuity
capabilities, deploy up-to-date and advanced technologies that enable new application development and allow for
future growth. CCH expects 1% growth per year over the next three (3) years. CCH intends to award one contract,
for a duration of thirty-six (36) months with one (1) year extension option. Through the provision of services
identified in this RFP, the selected proposer shall assist CCH in meeting the following business goals and objectives:

a. Allrequired work must be performed without interruption to Patient Care operations.
b. Existing systems must remain fully functional until the new systems are installed, tested, commissioned and
can operate as intended.
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The new Secure Messaging and Mobile Communication system will be installed over multiple phases by
zones, areas or floors and will require a high degree of coordination between Cook County Health
leadership, departments, and end-users and the selected Proposer.
Selected Proposer will provide a full organizational assessment and recommendations for the installation
and deployment of the new Enterprise Secure Messaging and Mobile Communications system.
Selected Proposer will complete Current State and Future State departmental workflows as part of the
design phase of the project and submit these to CCH leadership for approval prior to project start.
Selected Proposer will be required to include integration to all listed products/services that are outlined in
the Scope of Work in section 5.
Selected Proposer will document baseline performance metrics and project targets during the initiation
phases of the project. Baseline metrics and target performance will be reported to CCH leadership post live
at intervals of 90 and 120 days. For metrics that fall below target, the selected Proposer will provide
operational and system configuration recommendations/changes that drive achievement of target metrics.
Metrics include but are not limited to:

1. Data Encryption
HIPPA Compliance
End-User Adoption
Resource Optimization
Performance Use Metrics

ok wnN

Increase Patient Satisfaction
i. Reduce Medical Errors
ii. Reduce Visit Time
iii. Higher Patient Satisfaction
7. Increased Staff Productivity
i. Department Transfers
ii. Workflows
iii. Discharges
iv. Team Collaboration
8. Increased Intra Communication
9. Decrease Response Times
10. Decrease Overhead Pages
i. Quite Health Care Environment
11. Network and Mobile Device Security

4 Schedule

Cook County Health anticipates the following schedule.

Activity Estimated Date

RFP posted to the website January 27, 2020
Pre-Proposal Conference February 5, 2020 at 10:00 am
Vendor Questions Due Date February 7, 2020 by 2:00 pm
CCH response to Vendor Questions — Tentative Week of February 10, 2020
Proposal Due Date February 28, 2020 by 2:00 pm
Evaluation of Proposals -Tentative March

Page 6 of 27

COOK COUNTY

HEALTH



COOK COUNTY

HEALTH

Cook County Health Secure Messaging and Mobile Communication
RFP Number H20-0010

5 Scope of Work

51 Overview

John H. Stroger, Jr. Hospital of Cook County (JHSH) is a 450-bed teaching hospital that serves as the hub for
Cook County Health for delivery of specialty and sub-specialty care. Home to one of the busiest Level 1 trauma
centers in the nation, JHSH’s emergency room treats approximately 120,000 adults and children annually. JHSH
is approximately 1.2 Million SQ. FT. and consists of eight (8) floors including a basement and is located at 1901
W. Harrison Street, Chicago, lllinois. CCH is seeking a new Enterprise Secure Messaging and Mobile
Communications Solution, including infrastructure hardware, material, mobile/smart devices, subsystem
integration, software and all required professional services that encompass a fully deployed and integrated
Secure Messaging and Mobile Communications Solution. The proposed solution should be based on five (5)
nines (9’s) 99.999 % uptime, high availability, redundancy and failover. CCH expects 1% growth per year over
the next three (3) years.

5.2 Current Operation

5.2.1 Current Operations

CCH currently leverages the use of a wireless pager system and a variety of wireless pager devices ranging
from Numeric, Alpha Numeric, and Secure Alpha Numeric pagers. CCH uses these devices and technology
for all critical codes, emergency response and day to day communications between departments and staff.
The current pager system has headend electronic equipment located within the main (JHSH) hospital to
provide coverage to all floors and departments. The current pager system also works offsite and is used to
communicate to staff when they are not on campus. CCH has a total pager count of approximately three
thousand (3,000) devices. CCH is seeking an Enterprise Secure Messaging and Mobile Communications
Solution that encompasses all of the above mentioned into a single intuitive solution.

5.3  Secure Messaging and Mobile Communications Requirements:
5.3.1 General Requirements:
Cook County Health is seeking to deploy a new Enterprise Secure Messaging and Mobile Communications
Solution. The general requirements are meant to provide a high-level overview, and the proposer shall
respond to the below requirements in the Solution Requirements Matrix (Appendix 1).

a. Selected Proposer shall provide all labor, materials, software, and equipment to install a fully
functioning Enterprise Secure Messaging and Mobile Communications system, including infrastructure
hardware, material, mobile devices, subsystem integration, deployment, testing, training, software and
all required professional services that encompass a fully deployed Enterprise Secure Messaging and
Mobile Communications solution. All required equipment must be provided regardless if included in
the requirements or not. All work shall be in accordance with all Federal, State, and Local laws, codes,
and ordinances.

b. Proposer must supply a modular system design that allows for phased expansion into other facilities
and areas of CCH.

c. Proposer must provide a logical schematic diagrams and physical design drawings in Visio format
representing physical and environmental parameters.

d. Proposer must provide an itemized list of proposed system, equipment including all common,
stationary and auxiliary components necessary for the successful operation of the proposed system.

e. Proposer will be required to assist in the completion of a Return on Investment (ROI) analysis.

f.  Proposer will include a suggested internal support model for its proposed solution that will detail
appropriate staffing levels for all aspects including but not limited to help desk, break/fix, field technical
support and system administration.

g. Proposer will be required to project manage all migration efforts with staff and departments.
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h. Proposer must supply an itemized list of proposed system equipment including all common, stationary
and auxiliary components necessary for the successful operation of the proposed system, such as
equipment cabinets, distribution frames, and power requirements.

i. Proposer must provide project management for the entire project including, but not limited to,
coordination and scheduling of walk-throughs, site surveys, installations and inspections. Proposer
must provide resumes of all proposed project management resources.

j. The proposed equipment, software, and components furnished shall be fully compatible with Nurse
Call System, Overhead Paging System, VOIP PBX System, Cerner (EMR) an other applications outlined
in Appendix 1.

k. All work in conjunction with this installation shall meet the provisions of the National Electrical Code
and other applicable codes (where applicable).

I.  The system shall conform to the current NFPA, UL, ETL and FCCstandards (where applicable).

m. The Proposer shall provide a single point of contact 24/7/365 that will coordinate technical and service
support. Technical and Service Support must be provided by factory trained personnel.

n. The selected proposer/vendor shall have technicians certified or approved by the manufacturer in the
installation and operation of the system to be installed. On-premises maintenance shall be provided at
no cost to the owner, for a period of 12 months from date of completion of installation, unless damage
or failure is caused by misuse, abuse, neglect or accident.

0. The system shall (Cloud Based or on Premise) consists of a modular design, with high availability
(redundancy), high quality servers and components, and end devices for optimum performance and
uptime.

1. The proposed solution must be based on five (5) nines (9’s) 99.999 % uptime and have built in
redundancy and failover.

2. CCH expects 1% growth per year over the next three (3) years.

Operation shall be accomplished simply and easily with minimal training required.

4. Ability to receive and relay to the emergency call computer signals from Cerner and various
alarm devices

5. Incoming alarms shall be displayed by location and call type with automatic arrangement of
calls by priority and time of placement.

6. Full operation during power failure utilizing alternate powersupplies.

7. Ability to provide annunciation on a care provider’s mobile device describing room and
location of the call being received

8. Ability to send alerts to any VolP direct messaging device or email address without requiring
third party middleware

9. Programmable escalation patterns

p. CCH requires three environments during the deployment phase as well as all subsequent upgrades
(Production, Test, and Training). These requirements will be used for deployment of the new solution
and future upgrades throughout the product Life Cycle.

1. Test Environment — A test environment is required that mirrors the live production
environment, including hardware and software. This test environment would be used to test
application changes before they are deployed to production. This step is an important part of
quality assurance, where all changes are tested to minimize the risk of adverse reactions in
the production environment. While it is necessary to mirror all of the functions of the
production environment, it is not necessary to maintain the same load capacity

2. Training Environment — A training environment is also required that allows CCH to provide
hands-on training to users. This environment would allow CCH to maintain unique data for
use in training and conduct training without interference with the test and/or production
environments. This environment would have occasional use.

3. Production Environment - Also known as the live working environment where the equipment,
software and applications are being interacted directly with.

w
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5.3.2 Secure Messaging and Mobile Communications System Requirements:

The below outlined requirements are a high level overview of what integration Cook County Health is
requiring as part of the Enterprise Secure Messaging and Mobile Communications Solution. A full detailed
listis of all requirements will be found in Appendix 1. Itis important for the proposer to respond in a concise
manner to each item in Appendix 1. The proposer will be required to indicate the level of compliance with
required specifications for each item listed in Appendix 1.

a. Secure Messaging:
Cook County Health requires that all messages (see Appendix 1 for complete list) be HIPPA Compliant
to individuals, groups and teams. CCH requires that these messages be archived for reporting and
auditing purposes. This solution must also include (but not limited to) the following:

Secure and HIPPA compliant Image capture and sharing (Only within and to external sources)

NP

Secure and HIPPA compliant document capture and sharing (Only within and to external
sources)

Message acknowledgement

Group Messaging

Forward and Backup/Escalation

Message to non-licensed organizations

Archive

PC/Web Based Console (Web Interface)

Solution must be managed and Set-Up via an intuitive web-based interface

W oNOU W

b. VOIP Telephone Integration:
CCH requires the integration into the existing VOIP Cisco CUCM 11.x telephone system for all external
and internal calling from within the Secure Messaging and Communications Solution application.

1. CCH requires Connectivity and redundancy from WiFi to Cellular
2. CCHrequires that all calls made from within the application while at any CCH location be made
via the integration between the application and the Cisco CUCM 11.x VOIP telephone system

c. Alert Integration:
CCH requires full integration into the subsystems for alerting, codes and escalations. The integration
must also include (but not limited to) the following

1. CCH requires integration and setup of a Discharge Workflow with alerts to individuals, teams
and groups with escalation to management.

2. CCH requires Critical Lab alerts to be sent to individuals, teams and groups with escalation to

management.

CCH requires integration and alerts from the Cerner EMR system

CCH requires integration and alerts from patient monitoring devices

CCH requires integration and alerts from EMR rules (such as Sepsis)

CCH requires alert escalations when system alerts are not acknowledged

CCH requires alert tone priority to be set based on criticality of alert

CCH requires all alert acknowledgements be trackable

© N vk w

d. Scheduling Integration:
CCH requires full integration into calendars and on call schedules
1. CCH requires integration with Office 365 calendars
2. CCH requires integration with oncall schedules/rotations
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3.
4.
5.
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CCH requires integration with Cerner Clarvia
CCH requires the ability to set role based assignments
CCH requires the ability to set off-call/rotation and Do Not Disturb schedules

e. EMR Integration:
CCH requires full integration into the EMR (Electronic Medical Records System, Cerner).

1.
2.

© N U hAW

CCH requires integration into the Patient’s Information (ADT Feeds)
CCH requires integration with Care Teams and all subsequent roles, workflows, alerting, and
team communication
CCH requires integration to a patients medical and pharmacy orders and all associated alerts
CCH requires the ability to attach and send HIPPA compliant and encrypted images
CCH requires that images be directly transferred/transmitted to patient chart
CCH requires integration into Cerner (EMR) patient chart
CCH requires integration to support workflows
The reporting system will allow discrete data to be exported to the CCH Business Intelligence
database. Data elements should include but are not limited to:
i. Time and Date
ii. Shift-Range
iii. Room/Bed Number
iv. Area Name
v. Call Priority
vi. Event

f. Hardware:
CCH is seeking the proposer to offer three (3) choices of hardware (cell phone/smart handheld devices
to run the application) to support the new Secure Messaging and Mobile Communications Solution.
Each options should be priced individually and all supporting/relating specifications as well as Pro’s and
Con’s to each device need to be listed. Proposer should recommend the best device to use based on
the requirements set forth in section 5.3 and Appendix 1.

Requirements

1.
2.

Device must have the ability to perform Patient band scanning

Device must be rugged enough to withstand use by 24/7 staff (rugged case and

extended/additional batteries will be required)

Device must be warranted for the term of the contract

Device must be large enough to clearly read, respond and interact with the Secure Messaging

and Mobile Communications Application

Device must have the ability to load additional application from the Google Play Store and

Apple Store

The proposed solution must integrate with Microsoft Intune and Airwatch

Device must be clinically approved to be used in a Health Care Environment

e Main System Hardware: See Appendix 2 for Server Requirements

e The proposed solution should be based on five (5) nines (9’s) 99.999 % uptime be highly
available and have built in redundancy/failover

o All proposed server hardware will need to meet Server requirements
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g. Auditing:
A full auditing, reporting and message archiving solution is required as part of this solution. All
messages (text and video), alerts, phone calls, notes etc. are required as part of this auditing and
reporting function.

5.3.3 Integration Requirements:
Proposer must provide an annotated, detailed solution integration diagram and describe how the overall
proposed solution would meet each of the following:
a. Overall architecture design of the solution including all connection points to integrated systems
(on-prem, cloud based) EMR, Paging, Calendars, Schedules, Labs results, Nurse Call etc
b. Must support bi-directional Cerner EHR and Care Aware Connect device integrated
workflow/alerts using standard HL7 protocols
c. Must support medical device integration (both wired and wireless)
d. Must support data feeds (critical alerts, response time, overall usage of solution) into Executive
Dashboard
e. Solution must be compatible with 10S and Android devices, including tablets, phones and BYOD
devices

NOTE: Potential solution gaps must be visually represented and described in detail. Proposer must also
indicate each component that is supplied by a third party. Any additional costs associated with third party
hardware/software must be clearly delineated in the cost proposal.

5.3.4  Network, Security and Server Technical Requirements:
Proposer must meet and or exceed the listed requirements in each appendix for Security, Network and
Server parameters.

a. Network Requirements:

Preferred network connections to system components must be connected at 1000mbps
Minimum connection allowed will be 100mbps

All Ethernet connection must support auto negotiation

All connection must be baselined for internet and LAN based communication

Wireless connectivity must meet meet IEEE 802 protocols (802.11ac, 802.11n, 802.11g, 802.11ax)
at a minimum

System must be SIP and Mulitcast enabled (if applicable)

IP addressing scheme format (Static or DCHP)

CCH does not support “broadcast only” traffic devices

Provide Mac addresses for each device connecting to the Network

ukhwn e

e N

b. System Security Requirements: See Appendix 3 for Security Requirements

1. All IP networked communications between systems and devices must be encrypted and
authenticated.

2. The system authenticates and authorizes users using a secure integration to the Hospital System’s
directory services and uses the information to provide secure, single sign-on credentialing for staff
members via on premise and cloud based systems such as Azure.

3. All data must be encrypted while in transit or at rest.

4. All software/security updates and patches are communicated directly to CCH and installed by
proposer at no additional charge.

5. All systems must have robust logging and auditing for access and transactional reporting.

6. Compatibility with Splunk (security incident event management system)

c. Server Requirements: See Appendix 4 for Security Requirements
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1. All on premise servers will be required to support the latest Microsoft Supported Operating
systems
2. Minimum Operating Systems
i. Microsoft Windows Server 2012 R2 (64-bit)

3. All new servers will be virtual machines
4. CCH supports both Microsoft, Hyper-V and VMware Hypervisors

ii. Hyper-V is strongly preferred and recommended

iii. VMware will only be used if a solution does not support Hyper-V

5.4 Work Plan and Task List

Limit this response to the work plan, task list and related timeline. Proposers should provide detailed scope
tasks/activities, organized in phases including, but not limited to project management activities, milestones, and
estimated hours per key activity. The timeline must demonstrate the proposer’s ability and understanding of
the work required to meet the defined timeline objectives, and the coordination required with various teams
to minimize deployment challenges.

The timeline should specify the work that can be performed on weekends to accommodate CCH patient services.
However, CCH requires normal working hours (8 am to 5 pm is the standard).

Microsoft (MS) Project plans are acceptable as attachments but this section requires an easy to read format (do
not insert long “black lines” for the last pages of MS project plans). Proposers must explain which key tasks can
occur simultaneously/in parallel.

The selected Proposer is responsible for accurately estimating effort and presenting a comprehensive plan
reflecting experience, and careful assessment of the requirements. Negligence to read the details is not a
justification for a change order.

5.5 Project Management
Proposers must acknowledge and/or clarify or propose modifications, that if selected:

a. Will assign a dedicated project manager (PM) with all required experience to ensure that all tasks,
milestones and deliverables are met as stated in this SOW document;

b. The assigned PM will not be the Account Manager (who has a different skill set);

PM shall coordinate with CCH PM the project kickoff and conduct meetings to review project plans,
status/progress, and risks/issues on a mutually agreed schedule and no less than one (1) time per week
during the project. The PM shall document these meetings to provide an audit trail.

d. The PM shall produce written status/progress reports on a regular basis (and no less than once per
week), detailing progress to date, milestones achieved, plans for the next reporting period, and any
unresolved issues or problems.

e. The PM shall develop a comprehensive project plan that shall be reviewed, accepted and accessible by
CCH. The PM shall update the project plan as needed and communicate any changes to CCH
immediately, so CCH can discuss and concur with changes before implemented.

f.  The PM shall develop a communications matrix.

g. The PM shall then manage the contractual requirements including but not limited to the following
management areas, as described in the approved Project Plan:

Scope Management;

Quality Management;

Project Schedule Management;
Contract Change Management;
Communications Management;
Project Cost Management;

Risk Management;

Noukwne
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8. Resource Management;

9. Delivery Acceptance Management.

10. The PM shall adhere to project management best practices but shall tailor a project approach to
effectively manage this project.

11. The PM shall validate with key stakeholders the appropriate level of reporting information.

12. The PM shall make sure all stakeholders have access to all information. Note that COOK COUNTY
HEALTH uses SharePoint and the PM may want to consider this as a location for all project
documentation and communications.

13. The PM shall individually track each COOK COUNTY HEALTH requirement, listed in this document
or identified during the validation process.

5.6 Deliverable Acceptance Process
The selected Proposer must acknowledge and/or suggest modifications to the following deliverable
acceptance process.

a. Provide deliverables to the designated CCH Project Manager for review, accompanied by a
deliverable acceptance form. The acceptance form shall include a description of the deliverables;

b. Log all submissions of deliverables. This log shall include the deliverable number, submission date,
deliverable description, approval authority, rejection reason (where applicable), and date
returned;

c. Develop with CCH project manager a mutual understanding of the content of the deliverable when
it is determined to be complete.

d. Response to each deliverable must be formal acceptance or rejection in writing (no verbal,
conditional or automatic approvals). E-mail approvals are acceptable if they are explicit (as on the
acceptance form).

e. The acceptance form shall list the specific acceptance date and impact to other deliverables and
associated dates.

Acceptance of defined deliverables means that CCH agrees that a deliverable met the defined criteria.

5.7 Approach to Perform the Work
a. Proposer must provide a succinct description of the approach to complete the work including but not

limited to phases and milestones and other critical scope components. The approach should at minimum
describe the proposed sequential and parallel phases, per location/scope if necessary.

b. Proposer must demonstrate the proposer’s approach to accomplish the scope of work within the time
frame listed in the goals and objectives, including high-level descriptions of work on a floor-by-floor, or
wing-by-wing, or room-by-room basis, and the number of personnel required per location.

5.7.1  Deliverables
Proposer must provide a list of expected deliverables in the following format. This list should align with the

Payment Schedule in the Pricing Proposal.

Expected Deliverables Due Date
1.
2.
The selected Proposer will be responsible for completing all the Deliverables and CCH will be responsible
for reviewing and formally approving each deliverable unless otherwise noted or agreed to by CCH in

writing.
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5.7.2  General Requirements

COOK COUNTY
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Proposer much acknowledge in the table below that if selected it will meet the following requirements, and
must provide a succinct description of its ability to meet said requirements as needed. If the succinct
description to the approach to meet a given requirement is provided in the Approach to Perform Work
section, please insert a specific page and bullet number reference to where the response is provided.

Requirement

Proposer’s response and/or description of its
ability to meet this requirement

a. Adhere to the Cook County Health ICRA, PCRA,
LSM procedures and guidelines.

b. Provide proper staff training with respect to
conduct in a healthcare facility including
sensitivity awareness, standard of employee
competency, conduct, integrity, punctuality and
sobriety. Provide adequate orientation to
ensure that all proposer’s staff do not engage in
unauthorized use of hospital property.

c. The use of hospital telephones and computer
equipment is expressly prohibited unless
authorized.

d. Cell phones are not permitted to be used in
patient areas due to possible interference with
medical equipment.

e. Alcohol, drugs and music are strictly prohibited
while on hospital property.

f.  Adhere to zero tolerance standards whereas
any employee who is found to be using
profanity, harassing CCH employees, guests, or
patients, appears under the influence of alcohol
or other substances, or behaves in any other
manner deemed unacceptable by Cook County
Health (CCH) will be immediately removed from
CCH property.

g. Provide direct supervision of all identified staff.

h. Provide all necessary equipment, supplies and
materials necessary for the deployment.

i. Coordinate all activities with Cook County
Health and the Cook County Health teams to
ensure the timeline objectives are met.

j. Meet local union labor requirements.

k. Provide staff with experience working in similar
environments.

I. Adhere to parking regulations both at CCH and
in the areas surrounding the campus.

m. Must secure all permits, licenses and waivers
required to meet the objectives of the resulting
contract, and be responsible for any fees
required to obtain permits, licenses or waivers.
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Requirement Proposer’s response and/or description of its
ability to meet this requirement

n. All telecommunications work must be
performed in accordance with the CCH
Telecommunications Structured Cabling
Guidelines and Specifications included in this
RFP as an attachment.

0. Must keeping work sites orderly, clean and safe
at all times. Packing, crating materials and
miscellaneous debris must be removed daily
from the hospital and lawfully disposed of by
the selected proposer at its expense and in
containers provided by the selected proposer.

p. The selected proposer shall be responsible for
repairing or replacing property and premises
damaged as a result of the performance of this
scope.

g. Attend CCH meetings as directed by CCH.

r.  Final sign-off of the entire project will occur
when every item on the punch list has been
completed and all damages claimed as a result
of the performed work have been satisfied.

5.8 Staffing Plan
Proposers must identify the proposed personnel responsible for performing the work required under the scope
of work. At minimum, proposers must provide a summary table with the following information:

a. Proposed key personnel (Project Manager and supervisors) title and resumes;
Numbers of workers/staff types planned for this scope;
c. Shift times.

The Chief Procurement Officer reserves the right to reject any key personnel proposed if it is determined not to
be in Cook County Health’ best interest. The evaluation of proposals includes the qualifications of the personnel
proposed; therefore, proposers must name key personnel and/or minimum qualifications for the proposed
position as part of their response. Key Personnel must not be replaced during the contract without the approval
of the Chief Procurement Officer.

5.9 Transition
The Proposers should provide a succinct description of their approach to transition knowledge and all project
documentation/assets, including a formal transition and sign off meeting.

5.10 Principal Contact

The Proposer shall identify a principal contact person, other than the Project Manager, and a backup contact
person, who can serve as escalation point. Contact information for both shall include full name, email, phone,
cell phone.

Page 15 of 27



Cook County Health Secure Messaging and Mobile Communication
RFP Number H20-0010

6 Required Proposal Content

This RFP provides potential Proposers with sufficient information to enable them to prepare and submit proposals.
CCHHS is supplying a base of information to ensure uniformity of responses. It must be noted, however, that the
guidelines should not be considered so rigid as to stifle the creativity of any Proposer responding.

This RFP also contains the instructions governing the submittal of a Proposal and the materials to be included therein,
which must be met to be eligible for consideration. All Proposals must be complete as to the information requested
in this RFP in order to be considered responsive and eligible for award. Proposers providing insufficient details will
be deemed non-responsive.

CCHHS expects all responses to reflect exceptional quality, reasonable cost and overall outstanding service.

Any page of a Proposal that Proposer asserts to contain confidential proprietary information such as trade secrets
or proprietary financial information shall be clearly marked “CONFIDENTIAL PROPRIETARY INFORMATION” at the
top of the page. Additionally, the specific portions of the page that are asserted to contain confidential proprietary
information _must be noted as such. However, note that ONLY pages that are legitimately confidential should be
marked Confidential. CCHHS will return proposals that mark all pages Confidential or are copyrighted. All
proposals submitted to CCHHS are the property of CCHHS.

Further, the Proposer is hereby warned that any part of its Proposal or any other material marked as confidential,
proprietary, or trade secret, can only be protected to the extent permitted by lllinois Statutes.

Proposals shall not contain claims or statements to which the Proposer is not prepared to commit contractually.
The information contained in the Proposal shall be organized as described in this section.

6.1 Cover Letter
Please limit this section to one page.

Please limit this to one page. The cover letter shall be signed by an authorized representative of the Proposer.
The letter shall indicate the Proposer’s commitment to provide the services proposed at the price and schedule
proposed. Do not forget to sign your cover letter.

6.2 Response to Scope of Work
Please insert your response to the Scope of Work Section 5 in this section.

6.3 Qualifications of the Proposer
6.3.1 Proposer’s Profile
Proposer must include a description of the organization’s track record as follows:

Company Profile
Legal Name
Assumed Names if any
Legal form (e.g. sole proprietor, partnership, corporation, joint venture)

If a subsidiary, provide the same information about the Parent Company as required in this table
format.

5. Proposer's principals/officers including President, Chairman, Vice Presidents, Secretary, Chief
Operating Officer, Chief Financial Officer, and related contact information.

6. Point of Contact for this RFP including contact information.

W INE

N

Number of employees
8. Number of years in business
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6.4

6.5

9. Relevant Certifications

10. Proposer's Federal Employee Identification Number (or Social Security Number, if a sole
proprietorship)

11. List any contracts which the Proposer has entered into during the past (10) years with Cook
County, any Cook County Department or CCH.

a. Provide a list of installations of similar scope performed by your company during the last 24 months.

b. Provide at least three (3) relevant references in the required table format below, from clients.

Contract/Project Name

Name of the organization

Name of the contact person (title, email and phone number)
Prime or subcontractor?

Contract dollar value

Contract Period

Project Scope

Proposer’s role/scope (succinct description)

Key Personnel
Provide a table with the following information:

i. Proposed project resources;

ii. Roles;

iii. High level skills (project alignment);

iv. Proposed work location for each resource (onsite/offsite);

v. Time commitment to the project if awarded;

The Chief Procurement Officer reserves the right to reject any key personnel proposed if it is determined
not to be in CCH’ best interest. The evaluation of proposals includes the qualifications of the personnel
proposed; therefore, proposers must name key personnel as part of their response. Key Personnel must
not be replaced during the project without the approval of the Chief Procurement Officer.

MBE/WBE Participation

The Proposer may be comprised of one or more firms as to assure the overall success of the project. The
proposer must present a team chart that clearly identifies each team member and specify their role in the
project (this should be more detailed than the information provided in the executive summary). For each
subcontractor, provide the name of the firm(s), brief company background, level of participation, MBE or
WBE if applicable, the type of services each resource, from each firm, will provide. For each MBE/WBE
certified firm proposed, provide the appropriate information in the Economic Disclosure Statement Forms
(in a separate envelop). MBE/WBE Participation Goals for this procurement are stated in section 5.5 of this
document. The Chief Procurement Officer reserves the right to accept or reject any of the team members
if in The Chief Procurement Officer’s sole opinion replacement of the team member, based on skills and
knowledge, is in the best interest of the County.

Consistent with Cook County, lllinois Code of Ordinances (Article 1V, Division 8, and Section 34-267), and
CCH has established a goal that MBE/WBE firms retained as subcontractors receive a minimum 25% MBE
and 10% WBE of this procurement. The Office of Contract Compliance has determined that the
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participation for this specific contract is 25% MBE and 10% WBE participation. The Proposer shall make
good faith efforts to utilize MBE/WBE certified firms as subcontractors. In the event that the Proposer does
not meet the MBE/WBE participation goal stated by CCH for this procurement, the proposer must
nonetheless demonstrate that it undertook good faith efforts to satisfy the participation goal. Evidence of
such efforts may include, but shall not be limited to, documentation demonstrating that the proposer made
attempts to identify, contact, and solicit viable MBE/WBE firms for the services required, that certain
MBE/WBE firms did not respond or declined to submit proposals for the work, or any other documentation
that helps demonstrate good faith efforts. Failure by the proposer to provide the required documentation
or otherwise demonstrate good faith efforts will be taken into consideration by CCH in its evaluation of the
proposer’s responsibility and responsiveness.

6.6 Financial Status

a. Provide the audited financial statements for the last three fiscal years. Include the letter of opinion,
balance sheet, schedules, and related auditor’s notes. Summary format and links to online financials
are allowed. If applicable, submit the financial report of your parent company.

b. State whether the proposer or its parent company has ever filed for bankruptcy or any form of
Reorganization under the Bankruptcy Code, and, if so, the date and case number of the filing.

c. State whether the proposer or its parent company has ever received any sanctions or is currently under
investigation by any regulatory or governmental body.

6.7 Conflict of Interest
Provide information regarding any real or potential conflict of interest. Failure to address any potential
conflict of interest upfront may be cause for rejection of the proposal.

If no conflicts of interest are identified, simply state “[Company X] has no conflict of interest.”

6.8 Insurance Requirements
Prior to contract award, the selected Proposer will be required to submit evidence of insurance in the
appropriate amounts. However, with its Proposal, the Proposer is required to provide a statement on their
company letterhead stating their agreement to meet all insurance requirements by CCH.

6.9 Contract
Sample Contract General Terms and Conditions are available in the Doing Business with CCH website.
Execution of the Contract is not required at the time the qualifications are submitted. However, if the
proposer disagrees with any Contract provisions, or is proposing alternate language, it shall include the

language for consideration by submitting the proposed redlines on the sample Contract General Terms and
Conditions document. CCH will not consider any exceptions or proposed alternate language to the Contract
General Terms and Conditions if the proposer does not include these objections or alternate language with
the proposal. CCH shall not be deemed to have accepted any requested exceptions by electing to engage a
Proposer in negotiations of a possible Contract.

6.9.1 Cook County Health Special Conditions
For each of the following statements, Proposers must acknowledge, accept and/or provide additional
information.

ID COOK COUNTY HEALTH Statement/Questions Proposer’s Response
a. Proposer’s deliverables are considered “works made for hire”

or otherwise assigned to or owned by Cook County

Health. Specifically, the Proposer must address intellectual

property ownership individually with respect to each of the

following:
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ID

COOK COUNTY HEALTH Statement/Questions

a. Project plans;

b.  Documentation;

c. AUTO CAD drawings;

d.  Training materials;

e.  Other Deliverables.
Does the Proposer intend to impose upon CCH any additional
terms and conditions, such as acceptable use policies, terms
of service, etc.?
If the response is affirmative, provide a copy of the
additional terms and conditions in the appendix.
Do any additional terms limit the Proposer’s liabilities or
CCH’s remedies?
If due to any act on the part of the selected Proposer, its
employees or agents, property owned or controlled by Cook
County Health is lost or damaged during the performance of
this contract, the selected Proposer shall be responsible to
Cook County Health for such loss or damage. Cook County
Health, at its option, may require the selected Proposer to
repair/replace, at the selected Proposer’s expense, all
property lost or damaged. Cook County Health shall, within
ninety (90) calendar days after project sign off alert the
selected Proposer of any damage or loss of property and the
cost of repair or replacement. Cook County Health reserves
the right to initiate the repair/replacement immediately
upon discovery of said damage/loss. The selected Proposer’s
liability shall be measured by the repair or replacement cost,
whichever is less. The selected Proposer shall reimburse
Cook County Health within thirty (30) calendar days of
submittal of claim.

6.10 Legal Actions
Provide a list of any pending litigation in which the proposer may experience significant financial settlement and

include a brief description of the reason for legal action.

COOK COUNTY

HEALTH

Proposer’s Response

If no Legal actions are identified, simply state “[Company X] has no pending legal actions in which our firm
will experience any significant impact to this Contract.”

History of Legal Actions for the last 36 months:

Action

6.11 Economic Disclosure Statement

Execute and submit the Economic Disclosure Statement (“EDS”).
The EDS form can be found at https://cookcountyhealth.org/about/doing-business-with-cook-county-health/.
The EDS must be submitted with the pricing proposal in a separate envelope.

Date

6.11.1 Confidentiality of Information
The Selected Proposer may have access to confidential information, including Protected Health Information
(PHI) to perform the functions, activities, or services for, or on behalf of, Cook County Health as specified in
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this RFP. The Proposer must acknowledge that if awarded there is a high likelihood that the Selected
Proposer may have access to PHI, in paper or electronic form, and thus, it shall sign a Business Associate
Agreement with Cook County Health. As a Business Associate, the Selected Proposer will agree to comply
with all federal and state confidentiality and security laws and regulations, including HIPAA, HITECH, the
Medicaid Confidentiality Regulations, as defined herein, and all other applicable rules and regulations. The
Proposer must commit to require all staff, including drivers, Attendants, and other personnel, and
Subcontractors to complete HIPAA training upon hire, and no less frequently than annually thereafter. Cook
County Health reserves the right to review and accept the training program prior to implementation, or
require the Selected Proposer to use HIPAA materials or training sessions supplied by Cook County Health.

6.12 Pricing Proposal

Proposers must submit pricing proposals in a separate sealed envelope clearly marked with the RFP number and
the label “Pricing Proposal.” Proposers are required to submit one (1) paper pricing file and one (1) electronic
pricing file (in excel and emailed to the email addresses specified on the cover page). The required excel file
format is attached to the RFP PDF file.

The pricing proposal must include any supplemental options or schedules offered by the proposer. All pricing
information must be submitted in the required_MS Excel form to facilitate analysis and must include all
assumptions. Proposers should include elements or references to the pricing proposal only in this section and
separate the pricing proposal according to the Instructions above.

Cook County Health makes no guarantee that the services or products identified in this RFP will be required.
The proposer must provide sufficient pricing details to permit CCH to understand the basis for the proposal.

Cook County Health is neither obligated to purchase the full quantities proposed by the proposer, nor to enter
into an agreement with any one proposer.

Pricing should include at minimum:

All products both hardware and software required for a full integrated solution.
Servers, Mobile Devices, Software

System/Solution provisioning and installation

Telecommunications integration

Bill of materials.

Labor hours, rates, benefits.

Itemized hardware and software List

6.13 Addenda

Since all Addenda become a part of the Proposal, all Addenda must be signed by an authorized Proposer
representative and returned with the Proposal. Failure to sign and return any and all Addenda
acknowledgements shall be grounds for rejection of the Proposal.

™ o o0 T o

Addenda issued prior to the Proposal due date shall be made available via Cook County Health website:
http://www.cookcountyhhs.org/about-COOK COUNTY HEALTH/doing-business-with-COOK COUNTY
HEALTH/bids-rfp/

7. Evaluation and Selection Process

7.1 Evaluation Process
Proposals will be evaluated by a RFP Evaluation Committee that may invite one or more proposers to make
presentations and/or demonstrations.
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The evaluation committee, at its option, may request that all or a shortlisted group of proposers engage in
proactive pricing feedback, submit clarifications, schedule a site visit of their premises (as appropriate), provide
additional references, respond to questions, or consider alternative approaches.

7.2 Right to Inspect

Cook County Health reserves the right to inspect and investigate thoroughly the establishment, facilities,
equipment, business reputation, and other qualification of the proposer and any proposed subcontractors and
to reject any proposal regardless of price if it shall be administratively determined that in Cook County Health
sole discretion the proposer is deficient in any of the essentials necessary to assure acceptable standards of
performance. Cook County Health reserves the right to continue this inspection procedure throughout the life
of the Contract that may arise from this RFP.

7.3 Consideration for Contract
Any proposed contract including all negotiations shall be subject to review and approval of CCH management
and / or CCH legal. Proposed Contracts are also subject to review by the Cook County Office of Contract
Compliance.

Following finalization of contract documents to the satisfaction of CCH executive management, CCH shall
secure appropriate reviews and may approve the proposed Contract for execution in its sole discretion. The
identity of the successful Proposer shall be posted on the website.

8. Evaluation Criteria

8.1 Responsiveness of Proposal

Proposals will be reviewed for compliance with and adherence to all submittal requirements requested in this
RFP. Proposals which are incomplete and missing key components necessary to fully evaluate the Proposal may,
at the discretion of the Chief Procurement Officer or designee, be rejected from further consideration due to
“Non-Responsiveness” and rated Non-Responsive.

8.2 Technical Proposal
Proposals will be reviewed and selected based on the following criteria.

A. Ability to achieve Cook County Health’s business goals, objectives, and Scope of Work described in this
RFP, by providing a succinct and feasible description of the proposed planning, design, build, training,
deployment and post live support approach.

B. Qualifications and experience of the proposed key personnel as evidenced by relevant experience.

C. Qualifications and experience of the proposer to successfully perform and provide the services
described in this RFP, as evidenced by the successful provision of similar services in similar
environments and in compliance with all applicable laws.

8.3 Reasonableness of Overall Price
Price will be evaluated separately for overall reasonableness and competitiveness.

8.4 Other Qualitative Criteria
The Chief Procurement Officer may, at his own discretion reject a proposal from further consideration due to
“Non-Responsiveness,” if a proposal does not completely address the following:

MWABE Utilization Plan (EDS forms);
Financial Status;
Conflict Interest;

P wnNe

Insurance Requirements;
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5. Contract Terms and Conditions (objections and/or suggested alternate language);
6. Legal Actions;
7. Addenda acknowledgement (See Addenda Section)

9. Instructions to Proposers

These instructions to proposers contain important information and should be reviewed carefully prior to submitting
the Required Proposal Content. Failure to adhere to the procedures set forth in these instructions, failure to provide
positive acknowledgement that the proposers will provide all services and products or failure to provide acceptable
alternatives to the specified requirements may lead to disqualification of the submitted proposal.

9.1 Questions and Inquiries
Questions regarding this RFP will be submitted in writing to the contact(s) email listed on the cover page of this
RFP no later than the date stated in the Schedule.

Question must be submitted in the following format, in MS Excel, and the subject of the email should reference
the RFP #, Title and Proposer’s Name.

ID Vendor Name RFP Section Question
1.

2.
3.
4

Should any proposer have questions concerning conditions and specifications, or find discrepancies in or
omissions in the specifications, or be in doubt as to their meaning, they should notify the Supply Chain
Management Office via the email provided on the cover sheet no later than the date stated on the Schedule
and obtain clarification prior to submitting a Proposal. Such inquires must reference the proposal due date and
Cook County Health RFP number.

9.2 Pre-proposal Conference (if Applicable)

CCH will hold a Pre-Proposal conference call on the date, time, and location indicated on the cover page.
Representatives of Cook County Health will be present to answer any questions regarding the goods or services
requested or proposal procedures. If a mandatory pre-proposal conference is required, the proposer must sign
the pre-proposal conference or site inspection sheet and include a copy of this sign-in sheet in the response to
the RFP.

9.3 Time for Submission
Proposals shall be submitted no later than the date and time indicated on the cover page of this RFP. Late
submittals will not be considered.

9.4 Format
Material should be organized following the order of the Required Proposal Content Section separated by labeled
tabs. Expensive paper and bindings are discouraged since no materials will be returned.

Numbered titles and pages are required. CCH reserves the right to waive minor variances.

9.5 Number of Copies
Proposers are required to submit one (1) original hard copy, and one (1) electronic copy (emailed to the email
addressed on the cover page) and no later than the time and date indicated in the RFP.
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NOTE: One (1) paper copy of the pricing proposal and one (1) EDS copy must be submitted separate from the
rest of the response.

Each submission must then be separated as follows:
1. One (1) technical hard copy - the original - excluding Pricing and EDS forms;
2. One (1) Pricing and EDS hard copies in a separate envelope;

3. One (1) complete electronic response package (including excel pricing file and EDS) emailed to the
email addresses on the cover page. The technical response must be a single electronic file (do not
submit a file per RFP section). The email must clearly indicate the RFP Number and Title.

Please see the Proposal Receipt Acknowledgement form at the end of this file for the form required at
delivery time.

9.6 Packaging and Labeling

The outside wrapping/envelope shall clearly indicate the RFP title, proposer’s Name, proposers address, and
point of contact information. The Price Proposal and EDS shall be submitted in a separate sealed envelope,
but can be in the same box. The envelope shall clearly identify the content as “Price Proposal”. All other
submission requirements shall be included with the Technical Proposal.

9.7 Timely delivery of Proposals

The proposal(s) must be either delivered by hand or sent to CCH through U.S. Mail or other available courier
services to the address shown on the cover sheet of this RFP. Include the RFP number on any package delivered
or sent to CCH and on any correspondence related to the Proposal. If using an express delivery service, the
package must be delivered to the designated building. Packages delivered by express mail services to other
locations might not be re-delivered in time to be considered. CCH assumes no responsibility for any Proposal
not so received.

9.8 Availability of Documents

CCH publishes competitive bid, RFP, and other procurement notices, as well as award information, at:
https://cookcountyhealth.org/about/doing-business-with-cook-county-health/ under the “Doing Business with
CCH” tab. Proposers intending to respond to any posted solicitation are encouraged to visit the web site above
to ensure that they have received a complete and current set of documents.

9.9 Pre- Proposal Conference- Yes

CCH will hold a Pre-Proposal Conference on the date, time and location indicated on the cover page.
Representatives of CCH will be present to answer any questions regarding the goods or services requested or
proposal procedures. If a mandatory site visit is required, the Proposer must sign the site inspection sheet and
include a copy of this sign-in sheet in the response to the RFP.

9.10 Alteration/Modification of Original Documents

The proposer certifies that no alterations or modifications have been made to the original content of this
Bid/RFP or other procurement documents (either text or graphics and whether transmitted electronically or
hard copy in preparing this proposal). Any alternates or exceptions (whether to products, services, terms,
conditions, or other procurement document subject matter) are apparent and clearly noted in the offered
proposal. Proposer understands that failure to comply with this requirement may result in the proposal being
disqualified and, if determined to be a deliberate attempt to misrepresent the proposal, may be considered as
sufficient basis to suspend or debar the submitting party from consideration from future competitive
procurement opportunities.
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9.11 Cost of Proposer Response

All costs and expenses in responding to this RFP shall be borne solely by the proposer regardless of whether the
proposer’s Proposal is eliminated or whether COOK COUNTY HEALTHselects to cancel the RFP or declines to
pursue a Contract for any reason. The cost of attending any presentation or demonstration is solely the
proposer’s responsibility.

9.12 Proposer’s Responsibility for Services Proposed

The proposer must thoroughly examined and read the entire RFP document. Failure of proposers fully to
acquaint themselves with existing conditions or the amount of work involved will not be a basis for requesting
extra compensation after the award of a Contract.

9.13 RFP Interpretation
Interpretation of the wording of this document shall be the responsibility of CCH and that interpretation shall
be final.

9.14 Specifications and Special Conditions

The specifications in this document provide sufficient information for proposers to devise a plan and provide
pricing. Minor variations from those specifications will be considered as long as proposers identify any instance
in which their services specifications differ from those set forth in the proposal documents.

9.15 Errors and Omissions

The proposer is expected to comply with the true intent of this RFP taken as a whole and shall not avail itself of
any errors or omission to the detriment of the services or CCH. Should the proposer suspect any error, omission,
or discrepancy in the specifications or instructions, the proposer shall immediately notify CCH in writing, and
CCH will issue written corrections or clarifications. The proposer is responsible for the contents of its Proposals
and for satisfying the requirements set forth in the RFP. Proposer will not be allowed to benefit from errors in
the document that could have been reasonably discovered by the proposer in the process of putting the
proposal together.

9.16 Proposal Material
The Proposal material submitted in response to the RFP becomes the property of CCH upon delivery to the

Supply Chain Management Office and may become part of a Contract.

9.17 Confidentiality and Response Cost and Ownership

All information submitted in response to this RFP shall be confidential until CCH has executed a Contract with
the successful proposer or has terminated the RFP process and determined that it will not reissue the RFP in the
near future. Following such actions, the contents of Proposals submitted in response to this RFP may be
disclosed in response to requests made pursuant to the provisions of the lllinois Freedom of Information Act
("FOIA"). If a proposer wishes to preserve the confidentiality of specific proprietary information set forth in its
Proposal, it must request that the information be withheld by specifically identifying such information as
proprietary in its Proposal. CCH shall have the right to determine whether it shall withhold information upon
receipt of a FOIA request, and if it does so pursuant to a proposer request, the proposer requesting confidential
treatment of the information shall bear the costs of asserting that there is a proper exemption justifying the
withholding of such information as proprietary in any court proceeding which may result. This notwithstanding,
proposer is on notice that the COOK CCH is subject to the FOIA and that any documents submitted to the CCH
by the proposer may be released pursuant to a request under the FOIA.

9.18 Awards
CCH may, at its discretion evaluate all responsive Proposals. CCH reserves the right to make the award on an all
or partial basis or split the award to multiple proposers based on the best value to CCH meeting the
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specifications, terms and conditions in accordance with the evaluation criteria set for in this RFP. If a split award
impacts the outcome of the project it must be so stated in the proposal.

9.19 CCH Rights

CCH reserves the right to reject any and all offers, to waive any informality in the offers and, unless otherwise
specified by the proposer, to accept any item in the offer. CCH also reserves the right to accept or reject all or
part of your Proposal, in any combination that is in the best interest of CCH.

9.20 Cancellation of RFP; Requests for New or Updated Proposals
CCH, in its sole discretion, may cancel the RFP at any time and may elect to reissue the RFP later. CCH may also
issue an Addendum modifying the RFP and may request supplemental information or updated or new Proposals.
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10. Definitions

Abuse” means (i) a manner of operation that results in excessive or unreasonable costs to the Federal or State health
care programs, generally used in conjunction with Fraud; or (ii) the willful infliction of injury, unreasonable
confinement, intimidation, or punishment with resulting physical harm, pain or mental anguish, generally used in
conjugation with Neglect.

“Appeal” means a request for review of a decision made by proposer with respect to an Action. The following
definitions shall apply to this RFP:

"Addendum” or “Addenda" shall refer to a one or more documents posted to the website by which modifies this
Request for Proposal or provides additional information.

“Board” or “System Board” shall refer to the Board of Directors of the CCH and Hospitals System.

"Contract" shall mean a properly executed Contract that has been negotiated between CCH and a proposer for some
or all of the Deliverables described in this RFP.

“Contractor(s)” and “Selected Proposer” shall mean the individuals, businesses, or entities that have submitted a
Proposal and have negotiated a Contract that has been properly executed on behalf of the Contractor and CCH.

"County" shall mean the County of Cook, lllinois, a body politic and corporate.

“Deliverables” shall refer to the items, supplies, equipment, or services that will be provided pursuant to any
Contract entered into as a result of this RFP.

“Fraud” means knowing and willful deception, or a reckless disregard of the facts, with the intent to receive an
unauthorized benefit.

“General Conditions” shall mean the terms and conditions posted to the website. "Proposal" shall mean the
document(s) submitted by Proposer(s) in response to this RFP that constitute a Proposer's offer to enter into
contract with CCH under terms consistent with this RFP, subject to the negotiation of a contract and approval by the
Board.

"Procurement Director" or “System SCM Director” shall mean the System Director of Supply Chain Management
who serves as chief procurement officer for the CCH.

"Proposer(s)" shall mean the individuals or business entities, if any, submitting a Proposal in response to this RFP.

"Request for Proposals” or "RFP" shall refer to this solicitation of Proposals by CCH that may lead to the negotiation
of a Contract and the recommendation that the CCH authorize a Contract with a proposer.
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11. Appendix A — Proposal Receipt Acknowledgement Form
Proposal Receipt Acknowledgement Form

This acknowledgement of receipt should be signed by a representative of Supply Chain Management located at
Stroger Hospital, 1969 W. Ogden Avenue, lower level (LL) Room 250A, Chicago IL, 60612.

The outside wrapping shall clearly indicate the RFP Number and Title, Proposer’s Name, Proposers Address, and
Point of Contact information. Prefill the first two lines prior to submission.

Solicitation Number and Title:

Vendor Name:

Accepted By:

Date:

Time (if time machine is not AM P.M
available, hand write the time):

Proposals shall be submitted no later than the date and time indicated on the cover page of the RFP. Late
submittals will not be considered.

Proposers must cut this sheet in two. SMC will time-stamp top and bottom sections. SCM will keep one section
and the proposer will keep the other section.

}\f _____________________________________________

Proposal Receipt Acknowledgement Form

This acknowledgement of receipt should be signed by a representative of Supply Chain Management located at
Stroger Hospital, 1969 W. Ogden Avenue, lower level (LL) Room 250A, Chicago IL, 60612.

The outside wrapping shall clearly indicate the RFP Number and Title, Proposer’s Name, Proposers Address, and
Point of Contact information. Prefill the first two lines prior to submission.

Solicitation Number and Title:

Vendor Name:

Accepted By:

Date:

Time (if time machine is not AM P.M
available, hand write the time):

Proposals shall be submitted no later than the date and time indicated on the cover page of the RFP. Late
submittals will not be considered.

Proposers must cut this sheet in two. SMC will time-stamp top and bottom sections. SCM will keep one section
and the proposer will keep the other section.
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Please complete the following questions as thoroughly as possible, and don’t hesitate to
reach out if you need clarification on what’s being asked. Any questions regarding this
evaluation, please contact:

Security Information Officer or Designate:
robert.sumter@cookcountyhhs.org
312-864-8072

Thank you in advance, and we look forward to furthering the conversation.

Business Information

Responder name:

Responder job title:

Responder contact information:

Names and titles/functions of other individuals who contributed to this questionnaire:
Date of response:

Company/business name:

Name of the holding or parent company:

How long has the company been in business?

List the applications/services provided that are in scope:

Has the company suffered a data loss or security breach within the last three years?

If yes, please describe the loss or breach:
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Scope of Engagement

1.

Please provide a Statement of Work. Include a description of the scope, project
roles, responsibilities, and promised deliverables.

Provide product functional and technical specifications of services and hardware.
Include configuration and environment details for all that apply:

e Development (POC)

e Test (QA)

e Staging (UAT)

¢ Production environments

What is the anticipated schedule of the Project plan?
a. Include your GO LIVE plan and corresponding support plan.
b. Provide a Training Plan and a copy of the associated materials.
c. Detail your Master Test Plan, include associated scripts or other unique test
plans and intended repositories for each phase of testing. Include associated
script repository that covers all phases of testing that may apply.

Provide detailed build documentation needed to interface with other software
platforms at CCH, such as Cerner. Include HL7 interface specification
requirements and HL7 Data type used. Also include CCH requirements for
infrastructure services such as Active Directory, DNS, DHCP, OS Patching,
backups, digital certificates (PKI,) and data warehouse, etc.

Provide detailed technical diagrams. Include work-flow, data-flow integration to
any CCH systems, such as Cerner and network architecture, protocols, and
VPN’s.

Specify any know conflicts with other commonly used software, such as Microsoft
Office or other security protection products such as anti-virus.

What Service Level Agreements and Warranties does your company provide?
Please detail level’'s, metrics and include a specific time element offered.

List Contact information for Support and Incident Response personnel. Include all
names, business numbers, and cell phones. Detail escalation process when first-
line resources are not available.

What happens to CCH data at the end of the engagement?
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Security Program
10. How many people are in your organization?
11. How many people are in your information security team?

12. Do you have information security policies in place and they been reviewed in the
past twelve months?

13. Does your organization have a vendor risk management program that includes
guidelines for selecting and contracting with vendors, assessing the risks and
exposures from using such vendors and reviewing these assessments? Please
describe in detail.

14. How do you ensure all personnel handling CCH information undergo an
appropriate level of background checks?

15. Do you have a security awareness training program? If so, please describe the
current program and include frequency.

16. Summarize any maijor efforts currently underway or planned that would have a
meaningful impact on your current security posture.

17. Do you have an anti-virus/malware policy or program (workstations, servers,
mobile devices?) What product do you use? Which systems do you use it on?

Are any systems excluded?

18. Will you be storing, processing, or transmitting confidential information such as
Pll or PHI? Elaborate on how this will be secured and encrypted.

19. How do you detect and prevent phishing attacks, beyond security awareness
training?

20. How do you segment your network to restrict access to only authorized systems
can communicate with each other?

21. Do you have an Intruder Prevention System (IPS) in place?
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22. What strategy and tools do you use for continuous monitoring?

Access Management

23. List who will have access to your systems including employees and other
customer’s activity, including vendor support. Detail the security for this access.

24. Describe your capacity assumptions such as a list of business communities that
will need access to your product, the expected peak number of users, and
additional computer/mobile device users the solution will add to the system.
Describe how the solution will scale to accept growth or reductions in utilization.

25. Do you have a constituent termination or change of status process? It would be
a formal shut down, shut off or blocking of one or more component related items
from further operational use but not necessarily from permanent existence, how is
system/application access management handled?

26. Please describe your customer account management lifecycle from account
provisioning to account termination.

27. Will employees or contractors be allowed access to CCH information via remote
access? If so, please detail how such access would be available and what remote
access controls are in place to ensure only approved individuals have access and
that data in transit and at rest is protected.

28. Will any other external parties have access to CCH data? If so, what third parties
will have access and what protections are in place to ensure the secure handling

of that data? Please provide appropriate Business Associate Agreements.

29. Do you offer multi-factor authentication? If so, please describe where and how it
is used.

30. Is your system able to support Active Directory Federated Services or other
single sign-on solutions?

Vulnerability Management
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31. Are vulnerability assessments or pen test performed on internal and external
networks? If so, how often? Please provide name or Vendor letter who performs

your assessments. Are any systems where vulnerability assessments or pen
tests not performed?

32. Are security assessments performed on Internet-facing applications/systems?
What is the frequency? Who performs such assessments? What is the scope of
such assessments (i.e., dynamic scans, control reviews, etc.?)

33. How does your patch management process work in applying the latest security
patches within your production environment?

v" Which types of systems, if any, are excluded from your patch
management lifecycle?

v" How do you mitigate risks for systems not regularly receiving security
updates?

v" How do you address endpoints and operating systems patching?

34. Are there controls in place to ensure networks, systems, and applications that will
be used to process, store, or transmit CCH information are regularly scanned to

identify and remediate security vulnerabilities? Are any systems not scanned? If
yes, why not?

35. List availability assumptions such as the Disaster Recovery Time Objective
(RTO), Recovery Point Objective (RPO), and any Load Balancing strategies.

Product Security

36.Do you have a secure Software Development Lifecycle (SDLC) policy? What are
the key components of your secure software development lifecycle, which

proactively identify and prevent security vulnerabilities from being introduced into
your software or services?

37. Do you use a coding standard such as SafeCode or OWASP?
38. How do you ensure separated data of CCH from other customers’ data?

Please provide details including the following:
a. Multi-tenant vs. single tenant
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Architecture (application, platform, infrastructure, data storage)
Relevant security controls

Logical data segregation techniques

Physical segregation techniques

®© Q0T

39. How do you control privileged access to your production environment?

40. How do you monitor for suspicious and malicious activity within your production
environment?

41. Is CCH data encrypted in transit and at rest? Are credentials encrypted at rest?
Describe the type of encryption is utilized to protect CCH data, be specific and
detailed.

Third-Party Attestation

42. Provide multiple client references for similarly configured installations.

43. Please provide your entity third-party penetration tests/assessments of the
solution. Provide either full reports, executive summaries, or attestations from
third-party that no critical/high-risk vulnerabilities exist. We do not consider it
proprietary or a confidential response. If you have questions regarding this
requirement, please contact us.

44. Please provide any relevant SOC, HITRUST or similar attestation reports for your
entity specifically. Also include your vendors, data center provider, or any other
service providers that are critical in hosting vendor application or that have
downstream access to CCH data. Please note that downstream reports or
certifications cannot be substituted for your organization.
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Executive Summary

Purpose

This document outlines the baseline specifications for Windows server and variants as
set by the Cook County Health & Hospitals System (CCHHS) Hospital Information Systems
(HIS) Department. All servers must meet these standards unless granted exemption by the
CCHHS Chief Information Officer (CIO), Information Security Officer (ISO), or Technology
Officer (TO).

Scope

The settings and guidelines in this document are meant to apply to all Windows servers
that CCHHS or CCHHS vendors host, manage, and administrator within the CCHHS
environment.
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Service Tier Definitions

e Tier 1: Patient Life Safety

e Tier 2: Critical to core business processes
e Tier 3: Supports business processes

e Tier 4: Non production environments

All servers must be assigned a service tier. Service tier classification must correspond with system
criticality. Specified tier servers will include the necessary redundancy and recoverability capabilities
needed to meet defined tier service level agreements defined in the CCHHS business continuity
documentation.

Supported Operating Systems

Microsoft Windows Server 2008 R2 (64-bit)
Microsoft Windows Server 2012 (64-bit)
Microsoft Windows Server 2012 R2 (64-bit)

All new CCHHS servers will be built using Microsoft Windows Server 2012 R2 (64-bit).

CCHHS supports some Linux operating systems, but they must be reviewed and approved as an
Exception.

Virtualization

All new servers will be virtual machines. CCHHS supports both the Microsoft Hyper-V and
VMware hypervisors however, Hyper-V is strongly preferred. VMware will only be used if a solution does
not support Hyper-V.

System Configuration Design

CCHHS has the following predefined default templates for new build server CPU and RAM.
Additional modifications can be made upon request on a per solution basis.

Standard Templates
Standard templates are the default templates used for Application, Web, and similar
servers. By default it includes an 80GB system volume for the Operating System and a 20GB data volume
for application installation and data storage. When requested, volumes can be expanded or added.
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e Extra Small —1vCPU, 2GB RAM
e Small—2vCPU, 4GB RAM

e Medium —2vCPU, 8GB RAM

e large—4vCPU, 8GB RAM

e [Extralarge —4vCPU, 16GB RAM
e Huge - 6vCPU, 24GB RAM

SQL Server Templates

SQL Server templates are used for SQL servers. By default it includes an 80GB system volume for
the Operating System, a 20GB data volume for application installation and data storage, and separate
10GB volumes for the TempDB, Transaction Logs, and Backups. When requested, volumes can be
expanded or added.

e SQL Extra Small - 1vCPU, 2GB RAM
e SQL Small - 2vCPU, 4GB RAM

e SQL Medium — 2vCPU, 8GB RAM

e SQl Large —4vCPU, 8GB RAM

e SQL Extra Large —4vCPU, 16GB RAM
e SQL Huge — 6vCPU, 24GB RAM

System volumes should be designated to the local C: drive and must be separated from
application and data drives.

Active Directory Organization

All servers are required to be joined to the CCHHS.local domain and comply with CCHHS Group
Policies. All servers will also be organized underneath the cchhs.local/Servers organizational unit and
further classified into Production or Non-Production OU as well as by corresponding server role QU such
as application, database, web, presentation or interface.

Supporting Administrative Software

All servers must support and run the following software:

o McAfee Agent 5.5 or above

e McAfee Endpoint Security (ENS) 10.5 or above

e McAfee Data Exchange Layer (DXL) 4.1 or above

e System Center Configuration Manager (SCCM) client 5.0 or above
e Microsoft Operations Management Suite (OMS) client 8.0 or above
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Local Services
Vendors must provide a list of all services required for their solution. All unneeded
services relevant to successful operation of server must be disabled. The following services should
explicitly be set to disabled if not already:

e SMB1.0
e FTP
e Telnet

Service accounts can be used to run local services but must be restricted to non-interactive use
and make use of highly complex passwords.

Windows Patching

Windows patching must be current within 30 days. CCHHS policy requires all domain
attached devices to be patched and rebooted twice monthly during planned maintenance windows with
the latest cumulative and out-of-cycle Windows Updates.

Access

Sever access will be limited to the smallest number of resources required to operate
successfully. CCHHS server administrators will have remote access to a server by default.

If vendor access is required, vendor accounts must be created by the HIS User Provisioning
following approval and sign off by HIS leadership before granting remote access.

Database Software Specifications

For servers operating in database roles the following SQL versions are supported:

e Microsoft SQL Server 2014 Service Pack 2 for Enterprise
e SQL Server 2016 Service Pack 2 for Enterprise

All new SQL installations will use SQL Server 2016 Service Pack 2 for Enterprise. SQL Express is not
supported.
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Version Control

This section provides document control in alignment with best practices and standards.

Document number:

Document title:

CCHHS Windows Server Guidelines and
Specifications

Document owner role:

Document owner name:

Refer to the HIS Infrastructure Program, 312-864-
4357 or CCH-Helpdesk@cookcountyhhs.org for a current
listing of process owner information.

Document location:

HIS SharePoint Site

Document revision: Cover page must match last date and revision. Contributors and approvers
cannot be the same. Approval of controlled quality documentation will be completed using the change
management process by submitting a change request.

Date Version Description Contributors Approvers

6/26/18 1.00 Draft Release Michael Bryan
Novak Pravel

8/9/18 1.01 Initial Release Michael Dean
Novak, Sorensen

Bryan Pravel
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COOK COUNTY HEALTH AND HOSPITALS SYSTEM

Health Information Services - CCHHS

TELECOMMUNICATIONS STRUCTURED CABLING
GUIDELINES AND SPECIFICATIONS

INFRASTRUCTURE SERVICES

This document defines telecommunications requirements for all CCHHS facilities including
clinical and non-clinical spaces.

The following information is a guideline relating to the communication systems installation for CCHHS. The
Communications Infrastructure Specification is comprised of industry standards, CCHHS HIS standards and
associated typical drawings. This document describes cabling system components, installation requirements, and
services associated with the facility’s communication systems. The work and services specified herein include
the coordination with other trades, installation of the cable plant, submittal of testing reports, and submittal of as-
built documentation. It is expected that all bidding Communication, Electrical and Service Contractors will
carefully read and understand this specification document, the referenced documents and will survey all spaces
involved in CCHHS projects.

NOTE: The primary purpose of this document is to provide the minimum communications infrastructure
standard requirements for all CCHHS healthcare facilities and is to be utilized as a designers

reference guide to be applied to project-specific conditions. It is recommended that this document is
reviewed on an annual basis. Technology and part number updates shall be incorporated into the revisions
along with any changes in administration and installation of said technologies.

1

September 2018 version 1.2
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Change Log
Item Description Date
Revised Document Changed date and revision number 9/26/2018
Cat6A Patch Cord Length Changed Cat6A Patch Cord Length from 15” (in TR) to 10’ (in | 9/26/2018
TR) CommScope/Uniprise Blue Category 6A - UNC10G-BL
Page 22
Horizontal Cable Part number Part number Change Section 4.2 Page 12 8/6/2018
Change (manufacturer change)
Patch Cord Cable Part Number Part number Change Section 5.7 Page 23 8/6/2018
Change (manufacturer change)
Added WAP patch cable Added WAP specifications and part numbers for the required 8/6/2018
specifications patch cables. Section 5.7 Page 23
Document Definition Outline document’s purpose page 1 7/12/2018
Changed revision date to July 2018 | Changed revision date and added version number page 3 7/12/2018
TR/MDF Rack Layout Updated Drawing to reflect power placement and connection 7/12/2018
points. Page number 39 (TR/MDF requirements may change
based on equipment required to support facility (16” rack may
NOT be required, verify with HIS before the release of
drawings)
TR-Rack Layout Updated Drawing to reflect power placement and connection 7/12/2018
points. Page number 40
Cat6A Jack Color Jack Color Changed from Blue to White. 7/12/2018
CommScope/Uniprise White Category 6A jack —760149989 |
UNJ10G-WH
Page number 11
Cat6A Patch Panel Patch Panel Changed from Modular to Loaded Patch Panel 7/12/2018
CommScope/Uniprise 48 Port Loaded Patch Panel 760162384
UNPA-U-10G-2U-48
Page number 12
A/V typical Drawings Added A/V Drawings to reflect typical room layouts (all A/V | 7/12/2018
needs to be coordinated and designed on a per room basis.
Room sizes and use-cases are key factors when designing A/V)
Page Number 43
Grounding Added additional information on the requirements for 7/12/2018
grounding page 27
Incoming Building Service Added incoming building service requirements 7/12/2018
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September 2018 version 1.2
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\ (for all new construction and renovation projects) Page 11

September 2018 version 1.2
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1.0 Introduction
The Cook County Health and Hospital System require a vigorous and reliable network infrastructure to
accomplish the mission of the hospital services to Cook County. The communications infrastructure must
be able to support all clinical, administrative and research functions along with support systems such as
Public Safety and Building Automation.

The communications infrastructure within this document represents a fifteen- to twenty-year investment.
Within that infrastructure life cycle, communications and computing technology will go through several
iterations that will continue to rely on the installed infrastructure. Other factors such as the constant
reprogramming of spaces to meet the changing needs of the clinical environment are drivers that require
high quality, highly flexible infrastructure.

2.0 Planning and Design

This CCHHS document is published and maintained by Health Information Services (CCHHS) and is
intended to serve as a guide for architectural and engineering design about the telecommunications
infrastructure at the Cook County Health and Hospital System. All construction and renovation projects on
or off campus requiring communications services from CCHHS must include this document as part of the
project’s scope of work. It contains a complete description of the Cook County Health and Hospital System
Structured Cabling Specifications and Standards. In some cases, these requirements are stated in general
terms due to rapid changes in technology. Therefore, CCHHS staff must be actively involved in the review
of the communications infrastructure design from inception through construction. CCHHS infrastructure
group must approve all communications designs, drawings and any modifications to the specifications
listed in the Structured Wiring Plan. The project representative shall schedule regular design meetings with
a CCHHS Telecommunication and Network Infrastructure representative

Jerry Pagell — Director Telecommunications Operations
jpagell@cookcountyhhs.org
312-864-1225

Robert Knox — HIS Project Manager
Robert.knox@cookcountyhhs.org
312-864-1224

Bryan Pravel — Service Delivery Manager
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bpravel@cookcountyhhs.org

312-864-8182

2.1 Services requiring voice or data connectivity:

1.

Several building services require either voice or data communications. Below is a list of building
services that require communications services and need to be included early in the design phase of
the project.

a. Elevators

b. Building Automation Systems

c. Fire Alarms

d. Security (Department of Safety and Security), Video surveillance, Building access,

Emergency Phones

e. Employee time clock system

2.3 Project Drawings:

1.

General Drawing Specifications: Detail and elevation drawings shall be D size (24 x 36”) with a
minimum scale of 1/4” = 1’0" or larger. ER, TR and other enlarged detail floor plan drawings
shall be D size (24” x 36””) with a minimum scale of 1/4” = 1’0" or larger. Building composite
floor plan drawings shall be D size (24 x 36”) with a minimum scale of 1/8” =1’ 0".

Building composite floor plans: Provide building floor plans showing outlet locations and jack
configuration, types of jacks, run distance for each jack cable, and cable routing/locations.
Identify telecommunication outlets that, according to location and available pathway systems,
require cable length greater than allowed by standards. Recommend alternatives for Owners
Representative’s consideration.

Telecommunications space plans/elevations: Include enlarged floor plans of TRs indicating the
layout of equipment and devices, including receptacles and grounding provisions. Submit detailed
plan views and elevations of telecommunications spaces showing racks, termination blocks, and
cable paths.

Logical Drawings: Provide logical riser or schematic drawings for all systems. Include schematic
symbol key.

The final Construction Documents shall include marked IT locations with the designated CCHHS
labeling scheme with an excel spreadsheet from the design team, contact CCHHS with questions.
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6.

7.

The telecommunications system herein specified provides for voice, data, wireless, video
conference, audiovisual and other building systems that require data communications (such as the
Department of Safety and Security, and Building Automation Systems) through twisted pair or
fiber optic cable. The system shall provide acceptable outlets for any technology device, which
requires connection to the hospital network.
These specifications comply with the following national standards bodies:

a. ANSI/NFPA 70 National Electrical Code the latest edition

b. ANSI/TIA 1179 Healthcare Facility Telecommunications Infrastructure

c. BICSI(Building Industry Consulting Services International) CO-OSP Customer-Owned
Outside Plant Manual
BICSI 13th Edition Telecommunications Distribution Methods Manual
BICSI 3rd Edition Customer-Owned Outside Plant Design Manual
FCC Rules and Regulations
J-STD-607-A Commercial Building Grounding (Earthing) and Bonding Requirements for
Telecommunications
NFPA 101: Life Safety Code
TIA 568-C Commercial Building Telecommunications Cabling
TIA 569-B Commercial Building Standard for Telecommunications Pathways and Spaces
TIA 758-A Customer-Owned Outside Plant Telecommunications Cabling Standard

@ oo

ooz

2.5 Telecommunication network budget

1.

The project is responsible for all telecommunications networking cost for new and renovation
projects, CCHHS will procure all the networking equipment needed for the project. CCHHS
includes; all network switching and routing equipment, wireless access points, firewall and
network programming.

The project shall provide an account number for CCHHS to bill the networking equipment.
CCHHS shall budget 60% activated Telecommunication Outlets including BAS, Alarms, and
devices for the Department of Safety and security.

The project shall approve of the CCHHS networking bill of materials (BOM) before CCHHS
procures the networking equipment. A minimum of 4-6 weeks is required to order the necessary
networking equipment.

CCHHS wireless vendor shall designate the necessary amount and location of wireless devices to
accommodate 100% density in all areas.

The project shall provide CCHHS with a completed networking End-User Requirements (EUR)
doc with the following information:

a. Who is moving

7

September 2018 version 1.2
CCHHS Telecommunications Structured Cabling Guidelines and Specifications



http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCI_4q6i678cCFQ0RkgodrekDag&url=http://www.cookcountyhhs.org/locations/john-h-stroger-jr-hospital/&psig=AFQjCNEqSrGipNYWVv9QoJFyxaa9URN0Gw&ust=1442077193277996



COOK COUNTY HEALTH
& HOSPITALS SYSTEM

CCHHS

b. Location from where they are moving and
destination.
c. All devices requiring network IP address

2.6 Pre-Installation Meeting

1. After award, convene a pre-installation meeting at least fourteen (14) calendar days before
commencing related work. The meeting must be scheduled at least fourteen (14) days in advance.
Require attendance of parties directly affecting work of CCHHS section, including other trades
and utilities if necessary. Review conditions of operations, procedures, and coordination with
related work.

2. Tour, inspect, and discuss building conditions relating to telecommunications system cabling and
equipment, CCHHS telecommunications system requirements, and coordination with existing
conditions and other work. Review the exact location of each item within building construction,
casework, and fixtures, and their requirements.

3. Inspect all telecommunication pathways to verify size and quantity to meet CCHHS standards.

3.0 Outside Infrastructure
The purpose of the Telecommunications Cabling System Standards is to define a set of guidelines for
deploying and managing the growing environment for Health Information Services. The
Telecommunications Cabling System standard is to establish an efficient, logical, cost-effective and
strategic foundation for the support of the physical communications layer installed for the
telecommunications and network systems. Following this standard will ensure that the installation of all
telecommunications cabling infrastructure will meet end-user needs, current industry safety standards,
technical and performance specifications, and warranty requirements for all systems and equipment.

This CCHHS document is to be used as a minimum guideline. Future revisions of this standard will be
made when competing for industry efforts indicate a clear direction is established, based upon industry-
wide acceptance of standards.

3.1 The Design Process
1. These specifications provide a minimum configuration that must be used when planning campus
IT infrastructure. CCHHS must be consulted during the early utilities planning phase of a project
to provide technical requirements that require a modification of these specifications.
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The campus IT infrastructure consists of the cables and structures needed to inter-connect campus
buildings. It includes underground conduit, underground cables, utility-holes, pull boxes, and
support structures.

This section describes the activities for identifying cable routes from building to building
selecting cable distribution methods, determining the underground requirements identifying the
types of cable used in the segment, determining utility-holes, pull boxes requirements,
determining requirements and satisfying electrical protection and bonding/grounding
requirements.

The cable routes steps must be taken to identify the pathways between new buildings and major
building renovations.

Sketch the cable route from the starting point to the terminating point in the buildings to be
served.

Note any obstacles, existing cable facilities, or other underground utilities on the campus layout
map.

Note and document all of the right-of-way and easements, to determine if permits required.
Review proposed cable route to determine if conditions exist that require would require an
environmental impact. Identify all possible sources of future cable maintenance problems.

3.2 Cable Distribution

1.

i

CCHHS Services and engineers must be contacted to determine the best cable distribution method
long a proposed cable route. The methods used may be one or a combination of the following.
Underground cable in conduit

Directional boring

Underground cable system consists of cables placed in buried conduits, using utility-holes and
pull boxes in large runs. The conduit runs from the building entrance location to a utility-hole.
CCHHS recommend that all outside plant cabling be placed in conduits.

The direct buried cable system is not an IT Services accepted distribution method.

Aerial cable system installation is not an IT Services accepted distribution method.

3.3 Underground Conduit Requirements.

1.

Underground cabling in conduit projects must be worked from engineering drawings approved by

CCHHS.

All submitted drawings and documentation must include the following information:

a. Submittals and details of a typical trench cross sections showing cable and duct locations in
the trench, clearances from final grade, backfill materials and depths, pavement cutting
information, and compacting requirements for both paved and unpaved areas.
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11.

12.

13.

b . Construction notes applicable to the work being performed.

c. Scale drawings showing location ties to existing structures, cable, conduit, utility boxes, and
any conflicting substructures and profile drawings of congested areas where vertical and
horizontal separation from other utilities is critical during cutting and placing operations and
any other areas as requested by CCHHS.

d. Legends explaining symbols of all relevant structures and work operations.

e. Cable types counts, and directions of feed.

f.  Conduit types, dimensions, and wall-to-wall measurements when used with utility-holes.

All areas around the conduit entrances must be free of any construction, storage, or mechanical

apparatus.

Conduit stubs entering the building must extend beyond the foundational landscaping and

accessible location.

All conduit ends adjacent to the building must be flagged for easy identification.

All unused entrance conduits must be capped and installed with pull strings.

Conduit entering from a below grade point must extend 4 inches above the finished floor.

Conduit entering from ceiling height must terminate 4 inches below the finished ceiling.

All cables entering a building must conform to the grounding and bonding requirements listed in

NEC Articles 250 and 800.

. All utilities need to be identified and located before any digging. It is to locate all subsurface

facilities such as power, gas, water, traffic, service providers, and outdoor lighting.

Warning tape color orange for the telecommunications cables containing metallic tracings must
be placed a minimum of 18 inches above the buried conduits to minimize any chance of an
accidental dig-up.

The minimum depth of a trench must allow 24 inches of cover from the top of the cable to the
final grade point. See NEC 300-5 for condition about other depths.

The following minimum vertical and horizontal separations that must be maintained between
Telecommunications facilities and the other utilities sharing a common trench;

Power or other foreign conduits: 3” of concrete, 4” of masonry, or 12” of the well-tamped
earth.

Pipes such as gas, oil, water: 6” when crossing, 12” when parallel

Railways: 3’ below the top of rails.

. Conduit must be encased in concrete when the following conditions exist:

Minimum conduit depth cannot be attained
Conduit must pass under roads, driveways, railroad tracks, or when bend points are subject to
movement.
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15.

16.

17.

18.

19.

20.
21.

22.
23.

24,

Reinforcing bars and/or crutches within the concrete must be used at any location subject to
potentially extreme stress.

The inside-the-building end of the conduit must be sealed to prevent rodents, water, or gases from
entering the building.

All conduit penetration shall have a mechanical system that seals the annular space around the
conduits that pass through concrete walls and floors. It is to protect water and gas penetrating the
foundation wall or floor. www.linkseal.com

All bends must be long, sweeping bends with a radius not less than six times the internal diameter
of a conduit 2 inches or smaller, or ten (10) times the internal diameter of a conduit larger than 2
inches. Conduit must be PVC Schedule 40, corrosion-resistant plastic with a 4-inch inside
diameter.
There must be no more than two 90° bends between pulling points on all entrance cables. Conduit
bends that extend above ground are to be metallic per NEC.
All metallic conduit and sleeves must be reamed, bushed, and capped.
Metal sleeves through foundation floors and or walls must extend to undisturbed earth to prevent
shearing.
All open conduits must be provided with# 12 Tracer wire.
The minimum number of conduits standard for any installation of cable will be 3-4” conduits,
two open, one filled with 2-3” 3 cell textile inner duct with mule tape.
All conduits containing inner ducts must be provided with#12 Tracer wire.

3.4 Incoming Building Service
1. All Telecommunications and Network services into any CCHHS facility must meet the following
criteria.

(i) Service Providers must have Fiber and Copper infrastructure to the building Netpop for
handoff to CCHHS suite/space being occupied.

(if) More than one Service Provider must be available to bring in Primary and Backup
services to the building for handoff to CCHHS suite/space being occupied. It will meet
our requirement for Service Provider redundancy.

(iii) All Primary voice and data circuits are required to be installed on Service Provider’s
Fiber infrastructure to the building Netpop for handoff to CCHHS suite/space being
occupied. If Fiber is not available from Service Provider to the building CCHHS will be
occupying, it is the building owner’s responsibility to work with Service Provider to have
such facilities installed to meet our voice and data network requirements.
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4.0 Horizontal Pathways
Horizontal pathways consist of structures that conceal, protect, support, and provide access to horizontal
cables between the telecommunications outlet (TO) connector used to connect work area equipment at
the workstation and telecommunication room (TR). The design of the horizontal pathway system should
consider the quantity and size of cables that the pathway is intended to support, and allow for growth of
the area served over the planning cycle. The goal of a pathway component is to accommodate all
standards- compliant cabling and the potential need for change during the life cycle of the cabling system
and building.

4.1 Design Considerations
1. The design team should ensure that the horizontal distribution system design allows for the
accommodation of change over the facilities life cycle with a goal of reducing long-term
maintenance and operational costs.
2. The design and construction of horizontal distribution system components must meet or exceed
applicable codes, standards, regulations, and authority having jurisdiction ruling.

4.2 Telecommunication Outlet (TO)

1. The installation telecommunication outlet (TO) is mandatory for all new and renovated buildings
to comply with industry standards and to provide the hospital with consistent and sustainable
infrastructure.

2. Coordinate ALL cabling, jacks and faceplate colors with CCHHS.

3. Horizontal Cabling
a. The typical workstation location shall consist of one (2) CommScope/Uniprise Blue Category

6A cables.
e CommScope/Uniprise Blue Category 6A — 884031004/10 | 10GN4 BLUE
REEL
b. Large offices will receive two (2) typical workstation locations. Large offices are defined by
offices that contain tables or couches in addition to the desk.
e  CommScope/Uniprise Blue Category 6A —884031004/10 | 10GN4 BLUE
REEL
c. The typical wireless access point (WAP) location shall consist of two (2)
CommScope/Uniprise Blue Category 6A cables.
e  CommScope/Uniprise Blue Category 6A —884031004/10 | 10GN4 BLUE
REEL
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d. The typical security camera/card access/life safety location shall consist of one (1)
CommScope/Uniprise Blue Category 6A cable.
e  CommScope/Uniprise Blue Category 6A —884031004/10 | 10GN4 BLUE

REEL
e. The typical time clock location shall consist of one (1) CommScope/Uniprise Blue Category
6A cable.
e  CommScope/Uniprise Blue Category 6A —884031004/10 | 10GN4 BLUE
REEL

4. Workstation Information Outlet
a. The typical workstation location shall consist of one (2) CommScope/Uniprise White
Category 6A jacks.
e  CommScope/Uniprise White Category 6A jack —760149989 | UNJ10G-WH
b. The typical wireless access point (WAP) location shall consist of two (2)
CommScope/Uniprise White Category 6A jacks.
e  CommScope/Uniprise White Category 6A jack - 760149989 | UNJ10G-WH
c. The typical security camera/card access/life safety location shall consist of one (1)
CommScope/Uniprise White Category 6A jack.
e  CommScope/Uniprise White Category 6A jack -760149989 | UNJ10G-WH
d. The typical time clock location shall consist of one (1) CommScope/Uniprise White Category
6A jack.
e  CommScope/Uniprise White Category 6A jack —760149989 | UNJ10G-WH
5. Faceplates
a. Office/Wall Locations shall use the CommScope 2 Port faceplate:
e CommScope/Uniprise 108168469 | M12L-262
b. Furniture Locations shall use the CommScope 3 Port Furniture faceplate:
e CommScope/Uniprise 760118240 | M14CE-E -003
c. Wall phone locations shall use the CommScope Stainless Steel wall phone plate:
e CommScope/Uniprise 760100891 | M10LWA4SP
d. Locations requiring a one port faceplate shall use the CommScope 1 Port faceplate:
e CommScope/Uniprise 108258427 | M10L-262
e. A blank shall be installed in any unused openings and shall match the color of the
faceplate.
e CommScope/Uniprise 107065583 | MZ20AP-003
6. The Telecommunication Room (TR) end will be terminated on a Category 6A RJ45
CommScope/Uniprise 48 Port Loaded Patch Panel 760162384 UNPA-U-10G-2U-48.
7. All station cable will be secured and dressed with Velcro strapping, no cable ties allowed.
8. Do not install compressed, kinked, scored, deformed or abraded cable, or allow such damage to
occur.
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10.

11.

12.

13.
14.

15.

16.

17.

All labels containing the location label shall be installed in the top label holder of the faceplate in
vertically oriented locations and on the left label holder on horizontally oriented locations. See
section 9 on page 26 for labeling standards.

All labels containing the TR number shall be installed in the bottom label holder on vertically
oriented locations, and on the right label holder on horizontally oriented locations.

Each cable shall be labeled at both ends with the approved CCHHS labeling standard. Panduit
label maker of approved equivalent shall be used; no handwritten labels will be accepted.

All information outlets shall be serviced with 1” conduit to the basket tray, or pull box via
horizontal conduit system. Conduits shall service only (1) information outlet. No daisy chaining
or looping between information outlets is allowed. 4-11/16” x 4-11/16” x 2 1/8 deep electrical
box shall be installed with a single gang trim ring.

All wall phone locations shall meet ADA height requirements

All cables shall be tested in both directions using an approved category 6A tester. All results will
be placed on a CD in CSV format. All cables shall be tested and comply with ANSI/TIA
standards to verify link/channel performance based on the ANSI 568 B article eleven (11)
standard for category 6A testing and verification.

Telecommunication Outlets (TO) conduit or raceway shall not be shared with another low voltage
cabling.

The cabling system must conform to the current issue of industry standard ANSI/TIA/EIA-568.
All performance requirements of CCHHS document must be followed. Artistry and installation
methods used shall be equal to or better than that found in the BICSI (Building Industry
Consulting Service International), ITSI manual.

Information outlets installed in modular furniture shall be coordinated with CCHHS Project
Manager and shall comply with CommScope /Uniprise Solution.

4.3 Modular Office Furniture System

1.

Where modular furniture and partitions are used to conceal horizontal and work area cabling a
panel or cover must be provided to ensure that the cabling remains secure from office
personnel. Utility columns that span from floor to the ceiling in a work area are one example
of such a cabling pathway. Modular furniture distribution system planning and design
should take into consideration the following guidelines:

Cable pathways for both telecommunications and electrical, when running parallel, they
shall maintain a minimum separation of 2”. Requirements found in the applicable cabling
standards or codes shall be met.
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Furniture and horizontal pathways shall not exceed the 40% fill ratio of the pathway cross-
section.

The number and type of telecommunication outlets will determine the size and amount of
horizontal pathways needed to service a cluster of modular furniture.

The Project shall furnish CCHHS Services PM with a cut sheet of all modular furniture to be
installed within the project.

Pre-fabricated furniture connections are not accepted per CCHHS standards.

4.4 Wire Mold Solution

1.

A metallic or plastic raceway providing telecommunication and electrical connectivity to the
workstation planning and design shall consider the following guidelines:

The shared raceway shall provide a divided channel to separate telecommunication and
electrical cabling from EMI.

The project shall provide all faceplates for the installed raceway.

The number and type of telecommunication outlets will determine the size and amount of
horizontal pathways needed to service the installed raceway.

The raceway and horizontal pathways shall not exceed the manufacture 40% fill ratio.

All 90-degree bends shall be sweeping bends, no sharp corners accepted.

All wire mold locations shall be reviewed and approved by CCHHS before installation.

4.5 Basket Tray

1.
2.

O N oo

Basket Tray is the preferred communications infrastructure pathway in corridors serving TO’s.
CCHHS standard style is basket tray with minimum dimensions of 12” wide and 4 deep. The
actual size of the tray shall be determined during the design phase of the project assessed on the
manufactures suggested 40% fill capacity, for all disciplines using the cable tray infrastructure
Cable tray must be sized to facilitate sufficient growth capacity for migration of all disciplines to
coexist in the same tray.

The basket tray shall be installed per electrical code and follow the ANSI/TIA/EIA 569-B
standards. No threaded rods shall be installed within the tray to avoid damaging the cable during
installation. Center mounting of basket tray is not allowed.

No conduit or other devices shall be installed within the basket tray.

All cable tray shall be grounded.

The basket tray shall have a minimum six (6) inches of clearance on all sides.

The basket tray shall not penetrate through fire-rated walls per code. Fire stopping systems must
be utilized.
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9. The basket tray system shall have sweeping 90-degree devices installed at all inside corners to
prevent minimum bend radius from being exceeded.
10. A minimum of 1” conduit shall be installed to the TO, serving only one (1) TO.
11. Tray shall not be used in plenum rated ceilings.
12. CCHHS preferred manufacture:
Legrand Manufacture of Cablofil Cable System
HTTP://www.legrand.us/cablofil.aspx

4.6 ]-Hooks
1. J-Hooks shall not be used as a main horizontal distribution pathway.
2. The use of J-Hooks shall be approved by the CCHHS before installation.

4.7 Conduit
1. AIll TO shall have a minimum of one (1) 1” conduit to the basket tray.
a. For outlets with 3 or fewer cables use a 1” EMT conduit.
b. For 3-6 cables, use 1.25” EMT conduit
c. For all other sizes, calculate the fill ratio at 40% for properly sized conduit.
2. All conduits shall be installed to support Cat 6A cabling with 0.31 OD
The conduit will terminate in a deep 4-11/16” x 4-11/16” x 2-1/8 deep box with a single gang
trim ring at the workstation end.

Conduits shall not run continuously for more than 100’ before installing a pull box.

Conduits shall not exceed more than Two (2) 90-degree bends without a pull box.

A third 90-degree bend is acceptable if:

The total conduit run is reduced by 15%.

The conduit size is increased to the next trade size.

One of the ends is located within 12” of the cable feed end.

Each conduit shall contain a nylon pull cord with 200 Ibs. Pulling tension.

No unit (90-degree bend with a removable cover) type fittings of any size are to be used for

communications conduit, the use of a pull box is required in place of a unit.

8. No PVC or PVC sleeves are to be used for communication conduit within the confines of a
building.

9. All conduits shall be properly grounded, per electrical code.

10. The sharing of TO conduits with multiple disciplines is prohibited.

No o oTe ak~w

4.8 Junction Box Requirements:

16

September 2018 version 1.2
CCHHS Telecommunications Structured Cabling Guidelines and Specifications



http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCI_4q6i678cCFQ0RkgodrekDag&url=http://www.cookcountyhhs.org/locations/john-h-stroger-jr-hospital/&psig=AFQjCNEqSrGipNYWVv9QoJFyxaa9URN0Gw&ust=1442077193277996

http://www.legrand.us/cablofil.aspx

http://www.legrand.us/cablofil.aspx



COOK COUNTY HEALTH
& HOSPITALS SYSTEM

CCHHS

1. If the station conduit route exceeds the 180 degrees of total bend limitation, an appropriately sized
junction box meeting or exceeding minimum NEC is required within a straight section of the
conduit run.

2. The sharing of junction boxes with by multiple disciplines is prohibited.

4.9 Plenum ceiling
1. Plenum rated communication, and low voltage cable does not meet the City of Chicago Building
code. The following specifications will default to the plenum with its presence at any point in any
project.
2. All cable shall be installed in a conduit with plastic bushings. Cable tray shall be replaced with a
conduit and pull box infrastructure.
3. TO conduits must be home run from each TR to an accessible pull box with no more than two (2)
90-degree bends.
Larger conduits shall be installed based on the 40 percent fill factor from the pull box to the TR.
Conduit system shall be designed to accommodate 20% future growth.
Pull boxes shall meet or exceed NEC standards, and must be accessible in the ceiling.
Conduits from the pull boxed to the TR must be sized appropriately and are not to exceed more
than 40% of capacity, refer to the conduit fill chart.
8. No conduit shall continue more than one-hundred (100) feet without a pull box.

N o gk

4.10 Drywall ceiling
1. The conduit shall be home run from each TO all the way to the basket tray / pull box accessible in
the corridor.
2. Basket tray shall not be installed in Drywall ceilings.

5.0 Backbone Distribution

A backbone distribution system is the part of a premise distribution system that provides connectivity
between telecommunication spaces. Backbone distribution system typically provides building
connections between floors in multistory buildings and campus connections in the multi-building
environment.

5.1 Network Point of Presence (NetPOP)

1. A Network Point of Presence (NetPOP) is an entrance to a building for both public and private
network service cables; this includes the entry point at the building wall or floor conduit and
continuing to the Main Distribution Frame room (MDF).

2. CCHHS requires two (2) diverse service entrances into a building.
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3. The project will provide a minimum of two (2) 4” conduits for each diverse pathway service
entrance into a building back to the telecommunications/network campus infrastructure. The
exact location shall be coordinated and approved with CCHHS.

4. A minimum of two (2) 4” conduits shall be stubbed and capped out of the building to the property
line near the closest third party communications service provider for future use. The exact
location shall be coordinated and approved with CCHHS.

5. Conduits shall terminate a minimum of 3” inside the entrance facility per TIA-569-B
specifications and have plastic bushings installed on the ends

6. All conduits shall be sealed to be water and gas tight after installation, shall be mechanically
sealed.

7. Minimum of two (2) 4” conduits shall be installed between each NetPOP and the MDF.

8. In the case where the NetPOP and the MDF are the same room a minimum of four (4), 4”
conduits shall be installed on the buildings vertical riser. The exact number shall be coordinated
and approved with CCHHS.

5.2 Main Distribution Frame (MDF)

1. The number and type of telecommunications circuits that will be brought into the MDF shall
determine the number of inner-building conduits entering the MDF. A minimum number and size
shall be four (4) 4” fire rated sleeves or conduits entering the MDF. The exact location shall be
coordinated and approved with CCHHS Project Manager.

2. Basket tray or conduit system shall connect the MDF and the vertical communications
infrastructure within a building.

3. The typical MDF shall consist of one (1) four-post equipment rack, three (3) two-post equipment
racks, two (2) 6” wide vertical cable managers, and three (3) 10” wide vertical cable managers
The racks and vertical cable management shall be the Amco Titan Cable Management (TCM)
solution in black.

a. Amco TCMR-45U-30

b. Amco TCMFD-45U-6

c. Amco TCMFD-45U-10

d. Amco TCM Vertical Manager 6” wide TCMFD-45U-6 and 10” wide TCMFD-45U-10
with doors.

e. Amco Ladder Rack brackets (TCM-ULB) shall be used to support the ladder rack.

f. Amco PDU bracket (TCM-PDU-45U) shall be used to support PDUs on the racks.

4. Patch Panels

e CommScope 48 port Loaded Angled Patch Panels shall be installed.

. 760162384 | UNPA-U-10G-2U-48
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5. Horizontal Management

a. An Eaton/Bline 4RU Horizontal Manager (SB87019S4FB) shall be installed in the middle
of the rack just below the last patch panel

b. to provide a pathway for patching.

6. Ladder Rack

a. Eaton/Bline 24” wide ladder rack (SB17U24BFB) shall be installed in the TR.

b. The contractor shall further furnish and install all necessary brackets, mounts, supports,
and clamps to provide a complete tray system in compliance with manufacturer
requirements.

7. PDU and UPS
a. EatonePDU
e  For bidding purposes, use Eaton EMI1104-10 ePDU — L6-30P input smart metered
input G3 ePDU
e  Coordination with the CCHHS and the electrical contractor is required to
determine power requirements and outlet types.

b. Eaton UPS

e Coordination with the CCHHS and the electrical contractor is required to
determine power requirements, size and outlet types. Eaton 96PX6K 6KVA

5.3 Telecommunication Room (TR)

1. The number and type of telecommunication circuits that will be brought into the TR shall
determine the number of conduits entering the TR. A minimum of four (4) 4” fire rated sleeves
entering the TR. The exact location shall be coordinated and approved with IT Services Project
Manager.

2. Basket tray or conduit system shall connect the TR, TO and the vertical infrastructure.

3. The buildings vertical riser shall connect all of the TR’s and the TR’s to the MDF and shall be
accessible on each floor.

4. The typical TR shall consist of (4) two-post equipment racks, (2) 6” wide vertical cable managers,
and (3) 10” wide vertical cable managers. The racks and vertical cable management shall be the
Amco Titan Cable Management (TCM) solution in black.

a. Amco TCMFD-45U-6
b. Amco TCMFD-45U-10
c. Amco TCM Vertical Manager 6 wide TCMFD-45U-6 and 10” wide TCMFD-45U-10
with doors.
d. Amco Ladder Rack brackets (TCM-ULB) shall be used to support the ladder rack.
e. Amco PDU bracket (TCM-PDU-45U) shall be used to support PDUs on the racks.
5. Patch Panels
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e CommScope 48 port Loaded Angled Patch Panels shall be installed.

o 760162384 | UNPA-U-10G-2U-48

6. Horizontal Management

a. An Eaton/Bline 4RU Horizontal Manager (SB87019S4FB) shall be installed in the

middle of the rack just below the last patch panel to provide a pathway for patching.
7. Ladder Rack

a. Eaton/Bline 24” wide ladder rack (SB17U24BFB) shall be installed in the TR.

b. The contractor shall further furnish and install all necessary brackets, mounts,
supports, and clamps to provide a complete tray system in compliance with
manufacturer requirements.

8. PDU and UPS
a. EatonePDU
e Eaton EMI101-10 ePDU — L5-20P input smart metered input G3 ePDU with (24)
5-20R vertical
e Eaton EM104-10 ePDU — L6-30P input smart metered input G3 ePDU with (36)
Cl13and (6) C19 vertical
e  Coordination with the CCHHS and the electrical contractor is required to
determine power requirements and outlet types.

b. Eaton UPS

e Coordination with CCHHS and the electrical contractor is required to determine
power requirements, size and outlet types. Eaton 96PX6K 6KVA

5.4 Fiber Optic Infrastructure
Coordinate solution with CCHHS before equipment selection

1. The fiber backbone cabling shall consist of a twelve (12) strand pre-terminated MPO trunk of
CommScope TeraSpeed fiber and a 24 strand pre-terminated MPO trunk of CommScope
LazrSpeed 550 (OM4) fiber.

2. Network Point of Presence (NetPOP)

a. Rackmount fiber enclosure
e CommScope 760231449 | SD-1U
b. Multimode Fiber Connectors
¢ ReadyPATCH® LazrSPEED® Standard Module, 24 LC ports -
760167916 | RP-MOD-024-LS-MPO-LC02
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c. Singlemode Fiber connectors

e ReadyPATCH® TeraSPEED® Standard Module, 12 LC ports -
760167874 | RP-MOD-012-TS-MPO-LC02

3. Main Distribution Frame (MDF)

Coordinate solution with CCHHS before equipment selection

a.

Rackmount fiber enclosure
e CommScope 760231449 | SD-1U
Multimode Fiber Connectors
e ReadyPATCH® LazrSPEED® Standard Module, 24 LC ports -
760167916 | RP-MOD-024-LS-MPO-LC02
Singlemode Fiber connectors
e ReadyPATCH® TeraSPEED® Standard Module, 12 LC ports -
760167874 | RP-MOD-012-TS-MPO-LC02
Armored OM4 MPO (F) to MPO (F), Pre-Terminated Trunk Cable, 24-Fiber, Plenum
o FZXMPMPAF-MCFXXX
e The contractor shall determine the length of the pre-terminated trunk cable.
Armored SM MPO (F) to MPO(F), Pre-Terminated Trunk Cable, 12-Fiber, Plenum
o FZWMPMPAD-JCFXXX
e The contractor shall determine the length of the pre-terminated trunk cable.

4. Telecommunication Room (TR)

Coordinate solution with CCHHS before equipment selection

a.

Rackmount fiber enclosure
e CommScope 760231449 | SD-1U
Multimode Fiber Connectors
e ReadyPATCH® LazrSPEED® Standard Module, 24 LC ports -
760167916 | RP-MOD-024-LS-MPO-LC02
Singlemode Fiber connectors
e ReadyPATCH® TeraSPEED® Standard Module, 12 LC ports -
760167874 | RP-MOD-012-TS-MPO-LC02
Armored OM4 MPO (F) to MPO (F), Pre-Terminated Trunk Cable, 24-Fiber, Plenum
e CommScope FZXMPMPAF-MCFXXX
Armored SM MPO (F) to MPO(F), Pre-Terminated Trunk Cable, 12-Fiber, Plenum
e CommScope FZWMPMPAD-JCFXXX
If wall mount fiber enclosure is needed at the demarcation point, use the following:
Ready™ Wall Mount Building Enclosure, 4P, black
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5.5

5.6

e 760147504 | WBE-EMT-BK-4P-PNL

Copper Infrastructure
NetPOP to MDF
a. 50 pair ARMM type copper cables
e CommScope XXX
b. 48 port Loaded Angled patch panels shall be installed.
o CommScope 760162384 | UNPA-U-10G-2U-48
MDF to each TR
a. 25 pair ARMM type copper cables
e CommScope XXX
b. 24 port Loaded Angled patch panels shall be installed.
e CommScope XXX

. These are minimum standards for the amount of copper cable necessary to support the building.

CCHHS requirements may increase the size of the cable necessary to support the users.

Fiber Patch Cords

Coordinate solution with CCHHS before equipment selection

. TR

Two (2) per network switch

LC to LC fiber Jumper LazrSPEED

LC to LC fiber Jumper TeraSPEED

OM4 40gig cassette with (3) each 40G ports on the front and 24 strand pre-term MPO
entry into the back (2X12)

OM4 MPO (F) to MPO (F), Pre-Terminated Array Cord, 12-Fiber, (Plenum, if required)
Total length — 15

g. Provide 50% spare for future use.

e CommScope FEXLCLC42-MXMXXX

e CommScope FEWLCLC42-JXMXXX

e REF-MOD-2x3-P-LS

oo

=h D
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e F2XMPMPGD-MAFXXX

2. MDF
a. Two (2) per network switch
LC to LC fiber Jumper LazrSPEED
LC to LC fiber Jumper TeraSPEED
OM4 40gig cassette with (3) each 40G ports on the front and 24 strand pre-term MPO
entry into the back (2X12)
OM4 MPO (F) to MPO (F), Pre-Terminated Array Cord, 12-Fiber, (Plenum if required)
Total length — 15
g. Provide 50% spare for future use.
e CommScope FEXLCLC42-MXMXXX
e CommScope FEWLCLC42-JXMXXX
e REF-MOD-2x3-P-LS
o F2XMPMPGD-MAFXXX

oo o

—h

5.7 Copper Patch Cords

3. WorkStation
a. Two (2) Cat6A patch cords at each TO
b. Total length - 7°
c. Provide 50% spare for future use.
e  CommScope/Uniprise Blue Category 6A — UC1IAAA2-0ZF007-BL

4. WAP (Wireless Access Points)

a. Two (2) Cat6A Patch Cords at each WAP

b. Total Length (TBD, see below)
e If ceiling is plenum and cable needs to be terminated in a plenum back box, back
box will need to be four (4”) inches in depth and patch cable length shall be one (1°)
foot in length.
o If cable can be exposed in the ceiling and there are no plenum requirements for
the cabling or back box the patch cable length shall be three (3°) feet.

c. Provide 50% spare for future use.
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5. TR
a.

o CommScope/Uniprise White Category 6A- UC1AAA2-0ZF00(1)or(3)-WH

One (1) Cat6A patch cord per port active port
Total length — 10
Provide 50% spare for future use.
e CommScope/Uniprise Blue Category 6A — UC1AAA2-0ZF010-BL

One (1) Cat6A patch cord per port active port
Total length — 10’
Provide 50% spare for future use.
e CommScope/Uniprise Blue Category 6A — UC1AAA2-0ZF010-BL

6.0 Telecommunication Room Design and Specifications
6.1 Main Distribution Frame (MDF)
The MDF is the telecommunications building service entrance. It is the area where the demarcation
between intra-building and inter-building cabling are connected. In most cases, the MDF and the NetPOP
are combined, provided the room shall be sized for both functions. The MDF shall meet the following

requirements:

1. Major design factors of location and size of MDF:

a.

-~ o a0 o

s«

If combined with NetPOP, located within 50 feet of service conduits/cables penetrating
the building.

Space required for future expansion.

Access for both deliveries and installation

Proximity to an electrical source and EMI

Access and proximity to telecommunication cabling pathways.

Construction of the MDF must be completed before the installation of the
communications cable can be started.

A clear space with a minimum size of 20° X 20°.

The number and location of communication racks and panels shall be coordinated during
the design phase of the project.

The door shall be a minimum of 36” wide and 84 high. The door shall be secured
through the building access control system where available.
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In allowing and accessibility of cabling pathways, suspended ceilings are not required in
Telecommunication spaces unless needed per NEC standards.

K. Minimum ceiling height shall be 8°6”.

I. Coordinate the lighting layout with the rack equipment layout to ensure that lighting from
the light fixtures is not obstructed.

m. (1) 4x8 %" fire rated plywood shall be installed on all walls.

n. The floor shall be tiled or sealed per CCHHS approval.

Grounding bus detail rated at 100 amps with a minimum of five (5) termination points and
attached to the building ground. For further detail, see the section on Grounding and
Bonding.

p. A dedicated 100 amp 208 volt circuit breaker panel shall be installed within the ER.

g. A dedicated 20amp quad electrical outlet is required at the communication racks, exact
location to be coordinated with CCHHS.

r. A dedicated 30 amp L6-30 outlet is required at the communication racks, exact location to
be coordinated with CCHHS.

s. 20 amp convenience outlets are required on each wall.

All electrical outlets and panels shall be labeled with panel 1D and circuit number;
handwritten labels will not be accepted.

u. Telecommunication rooms housing electronics shall have an HVAC source to maintain
continuous temperature 24 hours a day 365 days a year. The temperature inside the
telecommunications rooms shall be maintained at 73+/-3F. The operating range of the
room is between 70F and 80F. The relative humidity range shall be between 30% and
55%. The HVAC system will be installed by the project and maintained by CCHHS.
Minimum requirements vary due to room size and amount of equipment installed in the
room. Coordinate size of HVAC with CCHHS

v. The HVAC system shall be monitored by the BAS system of the building.

w. Minimum of four (4) 4” conduits or EZ Path fire rated sleeves shall be installed between
each MDF and each TR.

X. If the NetPOP is not serving as the MDF, four (4) 4” conduits or EZ Path fire rated sleeves
shall be installed connecting the NetPOP

y. For grounding and bonding see our Grounding and Bonding section

z. No water or other liquid-carrying piping shall be present in the NetPOP. Examples include
but are not limited to:

e  Plumbing inclusive of supply and drain lines of any type.
e  Steam lines (this is an absolute must not)
e  Chilled Water/HVAC condensate lines/HVAC Ductwork
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aa. The room directly above the TR cannot have any substantial plumbing or equipment that
could potentially cause the flooding or water damage of the TR. Examples include, but are
not limited to:
e Restrooms
e Mechanical rooms

6.2 Telecommunication Room (TR)
The TR provides the connection between Telecommunication Outlet (TO) and the buildings backbone
distribution pathway. The TR serves as a demarcation point for voice, data, video, BAS (Building
Automation System), DAS (Distributed Antenna System), voice and fiber backbone, and in some cases
security and access control. CCHHS basic requirements include, but are not limited to:
1. Multiple TR’s are required if the cable length between the TR and TO exceeds 90 meters or 295
feet or if the usable floor space to be served exceeds 929 square meters or 10,000 square feet.
2. Construction of the TR must be completed before the installation of the communications cable
can be started.

a. A clear space with a minimum size of 10°x 15° where the TR is shared space with
security, access control, and Building Automation Systems. Coordination with CCHHS
will be required to lay out space

b. Final size and requirements may require a larger space based on the occupant's
requirements.

c. Design of equipment and racks shall be provided by CCHHS during the design phase of
the project.

d. AIll TR locations are subject to CCHHS approval.

e. All TR’s shall be accessible from the main hallway.

f. TR’s on adjacent floors shall be stacked above one another.

g. The amount of equipment and racks will be determined by the number of information
outlets and the square footage the TR is serving.

h. One TR can service 768 active data jacks; a larger TR will be required for the larger
quantity of active ports.

i.  The maximum distance between the TR and the information outlet shall not exceed 295’
as measured per the pathway.

J.  Additional TR’s may be required for those locations exceeding the 295’ limit.
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aa.

The minimum amount of four (4) 4” approved fire rated EZ Patch system shall be
installed to the horizontal raceway. Exact quantity and location shall be coordinated and
approved with CCHHS.

Minimum of two (2) 4” conduits or approved fire rated system shall connect the TR and
the MDF.

The door shall be a minimum of 36” wide and 84” high. The door shall be secured
through the building access control system where available. If building access control
system is not available then the room shall be keyed to the CCHHS standard cylinder.
In allowing flexibility and accessibility of cabling pathways, suspended ceilings are not
required in Telecommunication spaces unless needed per NEC standards.

Minimum ceiling height shall be 8°6,” and no ceiling is to be installed.

Coordinate the lighting layout with the rack equipment layout to ensure that lighting from
the light fixtures is not obstructed. The exact location shall be coordinated and approved
with CCHHS.

(1) 4x8 x ¥4 fire rated plywood shall be installed on one wall. (Location to be
determined by CCHHS).

The floor shall be tiled or sealed.

Grounding bus detail rated at 100 amps with a minimum of 5 termination points and
attached to the building ground. For further detail see the section on Grounding and
Bonding.

A dedicated 60amp 208-volt circuit breaker panel shall be installed within the TR.

A dedicated 20 amp quad electrical outlet is required at the communication racks, exact
location to be coordinated with CCHHS.

A dedicated 30 amp L630 outlet is required at the communication racks, exact location to
be coordinated with CCHHS.

20 amp convenience outlets are required on each wall within the TR.

All electrical outlets and panels shall be labeled with panel ID and circuit number,
handwritten labels will not be accepted.

Telecommunication rooms housing electronics shall have HVAC source to maintain
continuous temperature 24 hours a day 365 days a year. The temperature inside the
telecommunications rooms shall be maintained at 73+/-3F. The operating range of the
room is between 70F and 80F. The relative humidity range shall be between 30% and
55%.

The HVAC system shall be monitored by the building BAS system.

Minimum of four (4) 4” conduits or EZ Path fire rate system shall be installed between
each TR and the ER. Exact quantity and location shall be coordinated and approved with
CCHHS.
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bb. For grounding and bonding see the Grounding and Bonding section

cc. No water or other liquid-carrying piping can be present in the TR. Examples include but
are not limited to:
e Plumbing, including both supply and drain lines of any type.
e Steam lines (this is an absolute must not)
e Chilled Water/HVAC condensate lines/HVAC Ductwork
dd. The room directly above the TR cannot have any substantial plumbing or equipment that
could potentially cause the flooding of the TR. Examples include, but are not limited to:
e Restrooms
e Mechanical rooms

7.0 Fire Stopping

1. All data, video, and communications cable bundles shall utilize an enclosed fire rated pathway device
wherever said cables penetrate rated walls. The fire-rated pathway shall contain a built-in fire sealing
system sufficient to maintain the hourly fire rating of the barrier being penetrated. The self-contained
sealing system shall automatically adjust to the installed cable loading and shall permit cables to be
installed, removed, or retrofitted without the need to adjust, remove or reinstall firestop materials.
The pathway shall be UL Classified and FM Systems Approved and tested to the requirements of
ASTM E814 (UL1479).

2. The CCHHS approved a system that meets these specifications is:

Specified Technologies Inc.
EZ-Path system http://www.stifirestop.com

3. Fire Rated Wiring Device System
a. All cable penetrations through floors or fire rated walls shall utilize fire rated device systems
that shall be approved by ITS.
b. All devices shall be heavy-duty specification grade an intumescent insert material allowing
for 0-100 % visual fill of conductors.
c. Fire rated devices shall bear the UL Classification marking.
d. Cables penetrating through fire-rated floors or walls shall utilize fire rated pathway devices

capable of providing an (F) rating equal to the rating of the barrier in which the device is
installed.

e. Wiring devices shall be capable of allowing a 0-100% fill of cables
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The installed device shall require no maintenance, and accommodate future cable changes
without mechanical adjustment and removal or replacement of protective materials.
g. Conduit sleeve as means of fire-stopping is not to be utilized in any CCHHS project. CCHHS
must approve any exceptions.
h. All penetrations that do not meet the above specifications must be fire stopped with an
appropriate system.
4. Any conduits or other penetrations that a fire stopping system cannot accommodate must be fire
stopped with a UL approved a system that meets the City of Chicago fire code and is approved by
CCHHS.

8.0 Grounding and Bonding

1.

The grounding and bonding infrastructure of a telecommunications installation is an essential part of
telecommunications distribution system. The information in this section does not replace federal, state,
local, or other codes, laws, and regulations.

TMGB (Telecommunication Main Grounding Bus Bar) shall be located in the MDF (Main Distribution
Frame). The TMGB shall be a minimum of % thick, 4” wide, and 12” in length.

TGB (Telecommunication Grounding Bus Bar) shall be located in TR’s. The TGB shall be a minimum of
10” long and 2” wide by % “thick.

A TBB (Telecommunication Bonding Backbone) shall connect the TMGB (Telecommunication Main
Grounding Bus Bar) and TGB (Telecommunication Grounding Bus Bar).

All basket tray, ladder rack, equipment racks and or cabinets within the MDF and IDF shall be grounded/
bonded to the TMGB or TGB. A minimum size BC (bonding conductor) of 6 AWG shall be used.

Bond and ground all metallic elements in the ER/TR such as equipment racks, housings, messenger
cables, raceways, and rack-mounted conduit, cabinets, racks, and frames to the TGB with a minimum
size # 6 AWG or greater green insulated copper grounding.

7. All conduits terminating to cable trays, wire ways and racks shall be mechanically fastened.
When connected to a cable tray or rack it must be connected with ground bushings, wire bonded to the
tray or rack, and grounded to the main building grounding system or telecommunication room grounding
bar using a minimum size #6 AWG copper ground conductor.

9.0 Labeling Standard

1.

The contractor shall label the entire communications cabling system for future maintainability and
troubleshooting.
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2. All station cables shall be labeled at the faceplate, the patch panel jack or port, and the rear of the patch
panel above or below the 110 punch down (for UTP) or jack or port position (fiber or coax) indicating
location number.

The contractor shall coordinate with CCHHS on the layout of the label.

Handwritten labels are not acceptable.

Both ends of the cable must label with a Brady type label with its permanent cable number

ok w

Labeling Scheme

Lo | wm | e

Patch Panel-Port Number IDF Room Number Patch Panel-Port Number

10.0 Testing and Documentation

Acceptance testing shall be completed and documentation provided to CCHHS as soon as possible to
permit the installation of networking equipment necessary to bring the building online for security and
equipment monitoring systems.

1. Provide installation testing of equipment where required by manufacturer’s installation instructions.

2. Provide complete end to end testing for all copper and fiber optic systems/channels based on the
latest applicable standards. Document all testing and submit with final as-built submittal package.

3. Before substantial completion and project acceptance inspection, submit test reports to the indicated
scope of startup and operational tests, with results of testing for each specified operation.
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Transmission performance of structured cabling varies with length, connecting hardware, cords and a
total number of connections. The installer must take care to install the cabling components properly.
To ensure that the installed structured cabling solution meets or exceeds the required performance it
must be ‘tested’ or

‘certified.’

The requirements for each category of cabling (Cat5e, Cat6, or Cat6A) and optical fiber optics links
are located in the ANSI/TIA-568 series standards.

Test equipment must meet the requirements outlined in the ANSI/TIA-568 series Standard for Field
Test Equipment. All Copper testers shall be Level I11. All fiber testers shall meet the requirements in
ANSI/TIA-568.

Field Power Meters shall meet the following:

Accuracy + 0.2 dB

Resolution 0.01 dB

. Precision £ 0.15 dB

. The Field light source shall meet the following:

. Accuracy +0.01 dB

. 850 + 30 nm

. 1300 £ 50 nm

. 1310 £ 30 nm

. 1550 £ 30 nm

. The calibration on all test equipment shall be current. [1 The software in all test equipment shall be

current.

The following manufacturer’s testers are approved.

18.

19.

FLUKE

DTX1800
OptiFiber OTDR
DTX-CLT CertiFiber Optical Loss Test Set [ Ideal

LanTEK II
LANTEK 6/6A/7G
6. FIBERTEK

Or other test equipment approved by the Owner

ek W e
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10.1 Documentation

At a minimum, the data provided must include the following elements:

1. Provide record plant documentation, including jack type Telecommunication Outlet (TO), jack
location, circuit length, fiber riser cable lengths, and copper backbone cable lengths and any other
information deemed to be useful.

The documentation format(s) will be agreed upon between CCHHS and the contractor.
Provide all documentation in electronic format.

Cable routing.

Riser and OSP cable, pair (count), locations, and final cable lengths.

Supporting structures.

Terminal locations and IDs.

TR and terminal details.

Pull box locations, elevations installed at and sizes.

10 TO locations, label ID’s, types, and serving TR’s.

©ooNo kR WN

11.0 Wireless
CCHHS is responsible for maintenance of all 802.11AC wireless access points. The project is responsible
for the installation of the horizontal infrastructure and cable necessary to support the wireless access
points. The total number of access points and their locations cannot be finalized until a wireless survey is
done. Wireless AP placement is deployed based upon user density not coverage, CCHHS plans for 100%
coverage in all common areas. In addition to providing general coverage, special considerations need to
be made in large public areas, classrooms, and conference rooms. Use the following chart to estimate the
number of wireless locations necessary to provide coverage in these areas.

Minimum Signal RSSI
-65 DBM by at least two access points at any given location within the coverage areas; This minimum
RSSI must be based on a 5GHz band coverage.

High-Density Locations

A high client density location is defined as 50 or more devices in the same space.

Calculating the number of AP’s in a high-density location is based on 2.5 devices per occupant, example
conference room occupancy is 100 persons, 100x2.5 =250 devices would require 5 AP’s. The wireless
engineer will identify and calculate the high-density locations. The minimum RSSI may not be enough to
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provide the necessary WI-FI capacity/bandwidth, in such locations we plan for a maximum of 50
wireless devices per access point, with the same standard of 2.5 devices per client.

Training / Conference Rooms Access Points

Number of Seats Number of Access Points
Upto 25 1
26 to 50 2
51to 75 3
76 to 100 4

11.1 Infrastructure Requirements

The following infrastructure needs to be in place to support wireless access points.

* basket tray.

* In buildings that have dropped lay-in ceilings, the wireless location will be installed above the ceiling
inadeep 4-11/16” x 4-11/16” box with a single gang trim ring.

* In buildings with plenum ceilings, the wireless locations will be terminated as described in section
2.6.1 in the ceiling flush with the finished ceiling height.

» Installations in areas with nonstandard ceiling heights need to be coordinated with IT Services.

12.0 Security Systems
It is the responsibility of CCHHS Security Office for the procurement and placement, of all
Emergency Phones, Building Access Systems, and Security Cameras.

12.1 Emergency Phones (Exterior)
The installation of an emergency phone will require the following

*  Two (2) 1” conduits installed back into the building for each emergency phone.
Looping of conduit between emergency phones is not acceptable.
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o One conduit is to be run back to the nearest electrical circuit panel and will require a 120v
20amp circuit. o The other conduit must have a pathway to terminate directly into a TR.
» Four (4) outdoor rated category 6 communications cables installed. To reach the camera mounted at
the top of the e-phone it is necessary to leave 15” of cable coiled within the e-phone.
» CCHHS will work with the Department of Safety and Security to have a carrier provide voice circuit.
It will be the responsibility of DSS for the circuit’s monthly charges.
* Provide the concrete contractor with a J-Bolt pattern template along with the J-Bolts. NO
SUBSTITUTIONS can be made. Installation shall be coordinated and approved by CCHHS.

13.0 Training / Conference Rooms

13.1 General

All conference rooms will be equipped with an Audio and Video conferencing solution. The required
solution for each room will be based on room size, height, and other factors. An AV contractor will
design each room in coordination with CCHHS HIS teams.

13.2 Audio Visual

Each identified room/location will consist of a Smart Board (or projector and screen if required) and used
as an Audio and Video collaboration solution. The solution must be equipped with a whiteboard, wireless
presentation, audio and video capabilities. Infrastructure cabling requirements shall be coordinated and
approved by CCHHS and AV vendor.

13.3 Wireless
Each classroom or conference room will have at least one (1) 802.11 wireless access point. The access

points will be installed as outlined in section 9.0. For the number of the access point to be installed in
each classroom please refer to the following table. Quantity and location shall be coordinated and
approved by CCHHS wireless engineer.

Minimum Signal RSSI
-65 DBM by at least two access points at any given location within the coverage areas; TCCHHS
minimum RSSI must be based on a 5GHz band coverage.
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High-Density Locations

A high client density location is defined as 50 or more devices in the same space. Calculating the number
of AP’s in a high-density location is based on 2.5 devices per occupant, example conference room
occupancy is 100 persons, 100x2.5 = 250 devices would require 5 AP’s. The wireless engineer will
identify and calculate the high-density locations. The minimum RSSI may not be enough to provide
necessary Wi-Fi capacity/bandwidth, in such locations we plan for a maximum of 50 wireless devices per
access point, with the same standard of 2.5 devices per client.

14.0 Conduit Fill Ratio and Grounding

14.1 Conduit Fill Capacity
Conduit Fill Capacity 40%

HIS Conduit fill ratio Chart
Conduit Size The number of Cables Allowed
1” 4
1%” 7
1%” 10
2” 17
2% 30
3” 45
4” 75
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14.2 Building Grounding and Bonding

IDF floor 3
TGB - Telecom Grounding Busbar
TMGB - Telecom Main Grounding Busbar
l, TGB
111
IDF floor 2
[, TGB
=2
1]
MDF floor 1
———— - #2 AWG. ground wire
typical
Y aTGE

ITS Building Grounding and Bonding
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14.3 Equipment Rack Grounding and Bonding

1. The grounding and bonding infrastructure of a telecommunications installation is an essential part of
telecommunications distribution system. The information in this section does not replace federal, state,
local, or other codes, laws, and regulations.

2. TMGB (Telecommunication Main Grounding Bus Bar) shall be located in the MDF (Main Distribution
Frame). The TMGB shall be a minimum of % thick, 4” wide, and 12” in length.

3. TGB (Telecommunication Grounding Bus Bar) shall be located in TR’s. The TGB shall be a minimum of
10” long and 2” wide by "4 “thick.

4. A TBB (Telecommunication Bonding Backbone) shall connect the TMGB (Telecommunication Main
Grounding Bus Bar) and TGB (Telecommunication Grounding Bus Bar).

5. All basket tray, ladder rack, equipment racks and or cabinets within the MDF and IDF shall be grounded/
bonded to the TMGB or TGB. A minimum size BC (bonding conductor) of 6 AWG shall be used.

6. Bond and ground all metallic elements in the ER/TR such as equipment racks, housings, messenger
cables, raceways, and rack-mounted conduit, cabinets, racks, and frames to the TGB with a minimum
size # 6 AWG or greater green insulated copper grounding.

7. All conduits terminating to cable trays, wire ways, and racks shall be mechanically fastened.
When connected to a cable tray or rack it must be connected with ground bushings, wire bonded to the
tray or rack, and grounded to the main building grounding system or telecommunication room grounding
bar using a minimum size #6 AWG copper ground conductor.

14.3 Telecommunication Room (TR) Audio and Video Elevations
e All equipment layouts shall be reviewed with CCHHS team during field installation
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ITEM NO. | PART NUMBER DESCRIPTION ary. NOTES
PLT - TCM 45U10 BAY ASSEMBLY 1 TCMR-45U-10 |  TITAN CABLE MANAGEMENT RACK - 45U 10.5" DEPTH | 4 SEE SHEET 2
WITH 10"& 6" WIRE MANAGEMENT 2 TCMFD-45U-6 TITAN CABLE MGMT. DOOR KIT 45U - & 2 SEE SHEET 2
FINISH XCP-114T (BLACK) 3 |rcmrD-4su-10 TITAN CABLE MGMT. DOOR KIT 45U - 10 3 SEE SHEET 3
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Secure Messaging and Mobile Com

		It is important for proposer to respond in a concise manner to each line item of the RFP document. 

		Indicate the level of compliance with required specifications by replying with the following language:

		·      “C” Comply"— Proposer meets the specifications.

		·      “E” Exception"— Proposer does not meet the specification. Please provide an alternative solution when possible.

		·      “Submittal” — For line items that ask the proposer to provide information and note the location in the proposer’s submittal package.

		Proposer should also provide any notes on the requirement in the Comments column.

		Requirements		Description		Comply		Exception		Proposer Comments

		Secure Messaging

		Hippa Compliance		Solution Must be HIPPA Compliant for all Messaging

		Text		Ability to Send and Receive Secure Texts (SMS)

		Image		Ability to Send and Receive Secure Images (pictures) (MMS)

		Video		Ability to Send and Receive Secure Video Messages (MMS) Video, Files, Audio and other attachments

		Attachment		Ability to Send and Receive secure attachments (documents)

		Acknowledgement		Ability to see that message has been received / read

		Group messaging		Ability to Send and Receivesend group messages

		Forward to Backup/ Escalation		If a person is "out" or doesn't read message, muist have ability to forward to a designated backup

		Message to non-licensed		Can someone not on the "messaging system" receive a secure message

		Archive		Ability for message archive - need duration of archiving

		PC/Web Based Console		Must have a PC/Web based Console for Admin

		Phone Integration

		Cell		Solution must integrate with cellular service (calls)

		PBX / VOIP integration		Solution must integrate with our PBX and VOIP (Cisco CUCM version 11.xx)

		Forward to Backup/ Escalation		If a person is "out" or doesn't read message, muist have ability to forward to a designated backup

		Directory		A contacts and global directory  must be part of the solution. Must have the ability to import CCH information

		Paging Integration (legacy pager #)		Can we make use of our existing paging numbers?

		Connectivity Redundancy Cell/WiFi		Ability for smartphone to connect via cellular data and WiFi

		Alerts/Integration

		Discharge Workflow		Can handle simple workflows such as Patient Discharge, notifying appropriate individuals of task(s) pending

		Critical Labs		Critcal Lab values sent via alerts

		From Code		Will system handle Code alerts (button push or call in)

		From Nurse Call		Will system handle nurse call events (call button, intercom)

		From Devices		Will system handle patient monitoring events such as device alarms. How integrated

		From EMR rules		Will system alert on EMR rule firing, such as sepsis

		Alert Escalation		If alerts are not answered or person is "out" does it forward to a designated backup

		Alert tone / Priority		Can the alert tone be set and/or are there different tones based on priority

		Workflows (e.g., discharge)		System must support workflows

		Acknowledgement		Does the system track alert acknowledgement? How?

		Scheduling Integration

		Calendar		System must support calendars/scheduling. How is calendar maintained?

		Oncall Schedules		System must support oncall schedules

		Clairvia (Patient assignment)		System must integrate with Clairvia patient assignment

		Assign to role		System must support role based assignment (rather than individual name assignment)

		Off Call / Do Not Disturb		System must support the ability for an individual go "off call" or set to not disturb (such as during surgery)

		EMR Integration

		Cerner EMR		Integrate into Cerner EMR

		Patient information (ADT)		System must support patient ADT (Admit, Discharge, Transfer)

		Link to Care Team / messaging		If a team is assigned to patient care, will the system work with team definition?

		Patient care - orders, meds, etc.		Can items related to patient care be displayed

		Associate images to chart		Can secured images be directly transferred to patient chart?

		Phone Hardware

		iOS		Is Apple iOS supported

		Android		Is Android supported

		Intune and Airwatch Compatible		MDM Solution



		Auditing

		Reporting Tool		Reporting tool required

		Message Audit Trail		System  must include the ability for secure messages / alerts to be audited and reported

		General System Requirements

		Describe overall functionality of the  Secure Messaging and Communications Solution.   Provide a description and diagram of the solution including the architecture, hardware, and software, including location of the solution (cloud solution, vendor site, host site, etc).

		Describe the  proposed solution ability to interface with CCH backend applications such as but limited to Cerner, Clairvia, Nurse Call, Overhead Paging, ADT Feeds, Lab, Workflows, Pharmacy systems and VOIP Telephone System via API or web service.  CCH will be managing the phone numbers and text messages within the CCH applications and providing data to the texting solution. In return the texting solution must provide data back to the CCH applications via the same method.

		Describe the  connectivity and relationship to Wireless Service Providers (Carriers).  Include how the proposed solution handles message content, delivery scheduling, and message routing services via multiple cellular network carriers/vendors. Include a list of your current Carriers and any known gaps in coverage in Cook County, IL. 

		Describe how the solution supports a secured, front-end Web Portal for the texting system.  CCH requires a front-end, web based system with an easy-to-use portal/interface for authorized staff to create text messages, change roles, define schedules, alert teams, receive alarm notifications, receive critical alerts,  define groups, define settings and view or query information for reporting. Please submit screenshots and descriptions of your solutions front end portal.

		Describe how the  solution complies with regulations – TCPA (Telephone Consumer Protection Act), FCC (Federal Communications Commission), FTC (Federal Trade Commission), MMA (Mobile Marketing Association), and CTIA (Cellular Telecommunications Industrial Association).

		Describe the customer support availability and process for obtaining help from the bidder's proposed solution.  For example, Help Desk, live chat, knowledge base, FAQs, video tutorials, etc.  Include the hours that customer support is available.

		Describe the software licensing model of the solution, including any required third party licensing.   Include a description of setup, a general description of what is included with the "base" product, system components or "extras".   Describe how the solution maintains licensed software, no more than one supported software version behind the latest release and updated with latest security patches.

		Describe how the proposed solution is scalable and flexible enough to accommodate any changes required by the State and/or federal statute, mandate, decision or policy. Describe the upgrade and maintenance process for the proposed solution. 

		Describe the redundancy built into the proposed solution to limit any downtime with the proposed solution.

		Describe what industry standard browsers are supported.  

		System Requirements

		The Secure Messaging and Mobile Communications Solution must have an SLA with (99.999%) uptime, availability and redundancy. Describe in detail (both hardware and software) how your solution meets this requirement. 

		Describe any redundancy built into the proposed solution to limit any downtime in the proposed solution

		Describe how this solution encrypts data icluding but limited to text messages, images, alerts, contact information, schedules, Patient Information while in transit and at rest.  Describe how infromation is retained and what method is used for archiving and storing this data. 

		This solution must include a robust message reporting and message audting tool.  Describe the reporting and audting capabilities of this solution. 

		Describe all the information that is stored in the texting system database, and the length of time that the information is stored in the system database.  Describe the  ability to store message information (metadata) including but not limited to:                                                                                                                                Sender Telephone Number                                                             Recipient Telephone Number                                                           Message data that was sent/received                                                                                                        Date and time that the message was sent                                      Whether the text message was successful or failed to be received

		The  proposed solution must have the ability to support two-way communication both sending and receiving  messages. Describe how your solution meets this requirement.

		Describe how the  proposed solution supports both individual and broadcast messaging.  Broadcast messaging is defined as the ability to send a message to thousands of clients.

		Describe how the proposed solution handles incoming texts from the client when no response is expected.  For example, if a text response is received from a client that was not solicited.  What happens and where does the text message go?

		Describe how the  proposed solution handles messages that fail to get delivered to the intended recipient.  Is the message retried, what is the max attempts before message is no longer able to be sent? Describe how CCH is notified of failed text messages.

		Describe any messaging limitations including the maximum number of characters that can be used for texts sent with the proposed solution.

		Describe how the solution supports  messages sent and received in foreign languages.  Describe the foreign languages supported.

		Describe the bidder’s proposed approximate length of time for delivery for individual and bulk messages.  Provide the volume and timeframes for bulk messages. 

		Describe any messaging limitations including the maximum number of characters that can be used for messages sent with the proposed solution.

		Describe how the proposed solution handles multiple messages going to the same recipient during the same timeframe.  Is there any ability to prioritize messages or setup a predetermined order?  Does the solution limit the number of text messages sent to a client in a specified timeframe?

		Describe how the proposed solution has the ability to send out an automated response or series of responses to a specific incoming text messages from a client.

		Describe how the proposed solution is scalable and flexible enough to accommodate any changes required by the State and/or federal statute, mandate, decision or policy. Describe the upgrade and maintenance process for the proposed solution. 

		System Performance

		Describe the proposed system performance functionality and monitoring tools. 

		Describe how the proposed solution captures system downtimes, along with the causes of the downtimes where applicable.  Describe the bidder's proposed method and timing of communication to CCH on downtimes.

		Describe how the proposed solution supports concurrent users with minimal impact to response time, with the ability to increase the demand on the system by 30% without modification to the software or degradation in performance.

		Describe how the proposed solution is available online 24 hours a day and 7 days a week, 99.999% of the time each month.  Describe any known timeframes or past instances where the system has been unavailable for use.

		Describe how the proposed solution has the ability to generate reports and ad hoc queries without performance impact to user access or system response time.

		Describe how the proposed solution provides application performance monitoring and management capabilities, including any key performance indicators (KPI) or other metrics to measure and report system performance for the proposed system.                                                                                                            *Successful vs Failed Messages                                                                 *Uptime and downtime of services                                                     *Error code messages

		Describe what DBMS is used for storage of data with the proposed solution. If the proposed solution requires any CCH data to be stored off-site (including data "in the cloud") describe how and where the data is secured and stored within the continental United States.

		Describe how long text messaging data is maintained in the  proposed solution. 

		Backup/Recovery

		Describe the proposed Backup and System Recovery plan and readiness.  Describe the Service Level Agreement (SLA) on returning the solution to service from a backup. Describe the proposed backup retention schedules – daily, weekly, monthly, quarterly, etc. Proposer must submit a copy of their SLA with their response.

		Describe how backups of the proposed solution are able to be scheduled without user intervention and without interruption to the system.

		Backup solution must be compatible with CommVault and Azure

		Security 

		Describe the proposed security safeguards integrated into the application and how these safeguards address CCH Network Security and Encryption. 

		Describe how the proposed solution meets requirements for unique user ID access.                                                                              Include:                                                                                                *Specification on configuration of the unique user ID                     *How the unique user ID is assigned and managed                            *How the unique user ID is used to log system activity                *How the system handles the creation of duplicate user ID accounts                                                                                               

		Describe how the proposed solution meets the CCH standard for administering passwords:                                                                                *Initial Password assignment                                                           *Strong Password Requirements                                                   *Password reset process                                                                   *Password expiration policy

		Describe Password controls for automatic lockout access to any user or user group after an administrator-defined number of unsuccessful log-on attempts.

		Describe any security processes for managing security updates, and integrated components subject to vulnerability, including anti-virus.

		Outline your server patching methods and frequency.

		Describe how the proposed solution provides the capability to monitor, identify, and report on events on the information system, detects attacks, and provides identification of unauthorized use and attempts of the system.  Describe how you alert DHHS of potential violations.

		Describe how the proposed solution has defined and deployed strong controls (including access and query rights) to prevent any data misuse, such as fraud, marketing or other purposes.

		Describe how the proposed solution provides role-based security and allows restricted access to system features, function, screens, fields, database, etc.  Role authentication may occur at the directory level, application level, or database level (depending on database solution).  Describe the security administration functions integrated into the proposed system that manage role-based access to system functions, features, and data.  Include a description of:                                                      *How and where the proposed system stores security attributes or roles                                                                                                                 *How roles are created and security is applied to the role based on how and where security attributes are stored (if multiple options describe each)                                                                                   *How groups are defined and how roles and security are applied to each group                                                                                     *How access limits are applied to screens and data on screens by role or group                                                                                                    *How users are created and assigned to one or more roles or groups

		Training 

		Describe how the proposed solution provides on-line Help for all web portal features, functions, and data element fields, as well as descriptions and resolutions for error messages, using help features including indexing, searching, tool tips, and context-sensitive help topics. A sample copy of five (5) screen shots must be included with  response.

		Describe how the proposed solution provides an on-line User Manual with a printable version available.  The documentation should include full mock-ups of all screens/windows and provide narratives of the navigation features for each window/screen. A sample copy of five (5) pages must be included with bidder’s response.

		Describe how the proposed solution will have an on-line Reporting Manual with a printable version available that includes descriptions, definitions, and layouts for each standard report.  Include definitions of all selection criteria parameters and each report item/data element, all field calculations defined in detail, and field and report titles. A sample copy of five (5) pages must be included with bidder’s response.

		Describe how the proposed solution will have an On-line Technical System Operation Manual with a printable version available.  The documentation should include operating procedures to assist technical staff in operation and working with the Texting solution. A sample copy of five (5) pages must be included with bidder’s response.

		Describe the proposed solution training plan. Describe how the proposer develops and provides training material to CCH for initial training and updates to training material for enhancements and changes made to the system.   The content of these materials should be consistent with the on-line Help, User Manual, and Reporting Manual. 

		Reporting/Retention/Storage

		Describe how the solution provides access to reporting/statistical information.  It must allow access to reporting via the Web portal along with the ability to export the reporting/statistical information in XML, JSON, and CSV file formats to DHHS via SFTP, Email, Web Download, API, and/or Web Service.

		Describe any online web based dashboards and metrics available in the proposed solution. Reporting should include, but is not limited to, the following:                                                     *Monthly inbound and outbound traffic reports                                                                                                                        *Successful vs Failed Messages                                                                  *Uptime and downtime of services                                                              *Error code messages

		Describe what DBMS is used for storage of data with the proposed solution. If the proposed solution requires any CCH data to be stored off-site (including data "in the cloud") describe how and where the data is secured and stored within the continental United States.

		Describe how long messaging data is maintained in the proposed solution. 

		Production, Test and Training Requirements

		CCH requires three environments during the deployment phase as well as all subsequent upgrades (Production, Test, and Training).  These requirements will be used for deployment of the new solution and future upgrades throughout the produt Life Cycle. 

		Test Environment – A test environment is required that mirrors the live production environment, including hardware and software.  This test environment would be used to test application changes before they are deployed to production.  This step is an important part of quality assurance, where all changes are tested to minimize the risk of adverse reactions in the production environment.  While it is necessary to mirror all of the functions of the production environment, it is not necessary to maintain the same load capacity.

		Training Environment – A training environment is also required that allows CCH to provide hands-on training to users.  This environment would allow CCH to maintain unique data for use in training and conduct training without interference with the test and/or production environments.  This environment would have occasional use.

		Production Environment - Also known as the live working environment where the equipment, software and applications are being interacted directly with. 





